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Abstract

Rowhammer remains a major security concern for modern DRAM,
yet no deterministic solution exists in commercial devices. The
latest JEDEC specification introduces Per Row Activation Counting
(PRAC) to provide a principled framework for secure in-DRAM mit-
igation. Since the introduction of PRAC, a number of mitigations
have been proposed based on PRAC. However, these proposals only
provide ad hoc security analyses without necessarily considering
the worst-case scenarios. In this work, we define PRAC contracts
that provide formal bounds for a generic set of mechanisms in a
PRAC mitigation. Our key insight is that these generic mechanisms
introduce gaps in tracking accesses to DRAM, making it possible for
an attacker to craft a variety of strategies that silently survive the
mitigation actions performed by PRAC. Using these silent survival
strategies, we then construct ECHOTRATIL, a provably optimal attack
structure against PRAC contracts. Leveraging ECHOTRAIL, we then
develop VERIPRAC, an automatic contract verification tool that
checks a given PRAC-based mitigation against its intended PRAC
contract. VERIPRAC finds that all state-of-the-art mitigations vio-
late their intended contract, and in one case, an aggressor can reach
up to 7.5k activations despite the intended bound of the contract
being only 99.
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1 Introduction

Rowhammer attacks continue to compromise system security in a
variety of scenarios [4-7, 10, 11, 18, 28, 31]. To address Rowham-
mer, JEDEC has recently introduced Per Row Activation Counting
(PRAC) as a basis for designing secure mitigations [12]. Without a
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formal foundation to reason about the security of PRAC, however,
existing mitigation proposals [3, 25, 34] resort to ad hoc security
analyses that do not necessarily consider worst-case scenarios.
This paper addresses this gap by constructing formal contracts
for PRAC-based mitigations and provably-optimal attack patterns
against these contracts.

PRAC contracts. The PRAC specification defines a framework that
enables communication between the DRAM device and the CPU for
reactive mitigations, and assume that the DRAM tracks activations
on a per row basis [12]. In principle, this combination can compre-
hensively mitigate Rowhammer. However, there are many different
ways to build PRAC-based mitigations since the JEDEC specifica-
tion intentionally leaves out important details which ultimately
determine the actual security guarantees of such mitigations. For
instance, the mitigation needs to determine what the per row coun-
ters should actually count, when counters should reset, and how the
mitigation should queue critical rows when the demand exceeds the
mitigation rate allowed by the communication protocol. Prior work
has proposed specific implementations [3, 25, 34], and while they
all do some ad hoc security analysis, it remains unclear whether
they truly consider the worst-case scenarios for the particular set of
design choices that they make. This demonstrates the urgent need
for a formal foundation and rigorous security analysis of PRAC to
prevent devastating flaws in a mitigation that is supposed to end
the Rowhammer battle once and for all. In this work, we introduce
PRAC contracts that formalize the fundamental mechanisms behind
PRAC-based mitigations and the security bounds that they provide.
To calculate the security bounds, however, we need to know the
optimal attacks against these contracts.

EcHOTRAIL. Existing PRAC mitigation proposals, regardless of
their contract, often rely on assumptions and strategies from prior
work on proactive mitigations [19] to analyze their security. How-
ever, we show that these assumptions do not directly translate to
reactive mitigations such as PRAC. Reactive mitigations are typi-
cally inactive during normal operation and trigger mitigations only
when necessary. This fundamental difference from prior proactive
mitigations introduces new, silent strategies that allow an attacker
to evade PRAC mechanisms and prevent victim hammering from
being observed altogether. Our security analysis of these differences
leads to the EcHOTRALIL attack structure, which constructs optimal
attack patterns and determines the optimal placement of different
silent and active strategies, each with configurable durations. We
show that different configurations of ECHOTRAIL cover all PRAC
contracts considered in this work, allowing us to compute optimal
security bounds for each of these contracts.

VERIPRAC. Building on the EcHOTRAIL attack, we develop a con-
tract verification tool that automates the security analysis of a given
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PRAC implementation which is accompanied by its intended con-
tract (i.e., expected security bounds). VERIPRAC is designed in a
modular fashion: the implementation of a PRAC-based mitigation is
integrated by modifying only the specific functions that implement
design choices such as counting, resetting, and queuing mecha-
nisms. The ECHOTRAIL execution unit within VERIPRAC then tests
amitigation’s implementation against a comprehensive set of PRAC
contracts, ranging from the most secure (PRACjgeq1) to the most
insecure (PRACjsapieq), and reports the strongest attack for that
implementation. An implementation satisfies its contract if the re-
ported strongest attack is equal to or weaker than the intended one.
VERIPRAC thus enables early detection of implementation flaws
before a mitigation is deployed in final products.

Applying VERIPRAC. We integrate and evaluate two state-of-the-
art PRAC mitigations in VERIPRAC: MOAT [25] and QPRAC [34].
The results show that both mitigations violate their contracts. Our
analysis of MOAT demonstrates that its security is equivalent to a
PRAC contract that only counts explicit activation commands (i.e.,
ignoring the activations induced by mitigative refreshes), while the
intended contract counts both explicit activations and implicit acti-
vations. This means that MOAT’s effective security is equivalent
to a naive PRAC configuration that only counts explicit activa-
tions; reaching up to 7.5k activations on an aggressor, while the
intended contract’s bound is only 99. This vulnerability arises from
an overlooked implementation choice in the queuing mechanism,
which can be easily fixed using the VERIPRAC analysis, enabling
the deployment of a secure version of MOAT on a device. Our anal-
ysis of QPRAC shows that it also violates its contract, where the
VERIPRAC’s reported contract has a longer attack duration (i.e.,
more opportunities for attack), compared to the one claimed in the
original security analysis of the work. These results directly show
the benefits of relying on VERIPRAC for security analysis of secure
PRAC implementations in the future.

Contributions. The following summarizes our contributions:

o We provide a formal foundation for the rigorous security analy-
sis of PRAC. Our analysis formalizes PRAC contracts and intro-
duces the EcHOTRAIL attack, which identifies and expresses the
optimal attack strategies, sequences, and durations for a given
PRAC contract by making a selective use of silent strategies.

o We develop VERIPRAC, a contract verification tool that auto-
matically tests the contract satisfaction of a PRAC implementa-
tion. VERIPRAC enables early detection of design flaws before
deployment.

o We integrate two state-of-the-art PRAC implementation pro-
posals in VERIPRAC and uncover that neither one of them
satisfies their intended contract, highlighting the importance
of formal and automated security analysis during the early
design stages of PRAC mitigations.

You can find more information about VERIPRAC, including its
artifacts and verification tool, using the following link: https://
comsec.ethz.ch/veriprac.

2 Background

In this section, we provide the necessary background on DRAM
(Section 2.1), Rowhammer attacks (Section 2.2), and Rowhammer
mitigations (Section 2.3). We then discuss prior formal security
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Table 1: DDRS5 timing with the PRAC enabled or disabled.

PRAC PRAC

Parameter Description disabled  enabled
tRC the time between two consecutive ACTs 46 ns 52ns
tRP the time to precharge an open row 14ns 36ns
tRAS minimum time for a row to be open 32ns l6ns
tREFI refresh interval between two REFs 3.9us

tREFW refresh period 32ms

tRFC the execution time of the REF command 410ns

tRFM the execution time of the RFM command 350 ns

analyses of proactive mitigations (Section 2.4), followed by the
new mechanisms introduced by PRAC and its reactive mitigations
(Section 2.5).

2.1 DRAM organization and operation

DRAM is the primary form of main memory in modern systems.
On a last-level cache (LLC) miss, the memory controller (MC) issues
a sequence of DRAM commands to read or write data. Internally,
DRAM consists of multiple ranks, each with several banks (e.g., 32
in DDR5), and each bank is an array of rows. Rows hold memory
cells, where each cell stores a single bit using a capacitor. To operate
reliably, the MC follows JEDEC DRAM standards. Since rows lose
charge over time, the MC periodically issues refresh (REF) com-
mands to restore charge in row groups, pausing other operations
for tRFC (410 ns in DDR5).

To access data, the MC uses a (rank, bank, row) address and issues
an activate (ACT) command to load the target row into a row buffer
for reading or writing. A precharge (PRE) command deactivates the
bank and prepares the buffer for the next ACT. DDR5 introduces a
Refresh Management (RFM) command, giving DRAM extra time to
resolve data integrity issues such as Rowhammer, as we will discuss.
Table 1 summarizes DDR5 timing parameters. tREFI defines the
interval between REF commands, and tREFW is the window in
which all row groups must be refreshed at least once.

2.2 Rowhammer

Rowhammer is a phenomenon in DRAM first revealed by Kim et
al. [15], where repeatedly activating an aggressor row can com-
promise the data integrity of adjacent victim rows. These repeated
activations accelerate charge leakage, potentially causing bit flips
before the victim rows are refreshed within a tREFW. Rowhammer
vulnerabilities have been exploited in numerous attacks to compro-
mise system security [2, 4, 13, 17, 18, 23, 28, 29, 31-33], and more
recently demonstrating the vulnerability of DDR5 devices [11, 20].

2.3 Rowhammer mitigations

Many solutions have been proposed to mitigate Rowhammer, falling
into two categories: (1) in-CPU and (2) in-DRAM solutions. Many
proposals focused on in-CPU defenses, integrating mitigations into
the MC [8, 15, 21, 22, 27, 30]. However, since CPU vendors have lit-
tle incentive to address a DRAM-specific issue, later efforts moved
mitigations into DRAM itself; the natural location to solve Rowham-
mer [1, 9, 14, 19, 26].

Designing in-DRAM mitigations is challenging because they
often lack sufficient SRAM for precise tracking, and additionally,
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Figure 1: Activation pattern in Feinting with three decoys
and one victim. Each TRR removes one decoy, leaving the
victim (blue triangle) as the final TRR target.

must act within strict timing constraints. Early in-DRAM solutions
borrow time from regular REF operations to refresh potential victim
rows, a method known as Target Row Refresh (TRR). That is, they
proactively refresh victim rows before they experience a bit flip [9,
14, 19, 26]. In Section 2.5, we discuss Per Row Activation Counting
(PRAC), recently introduced in JEDEC standards, which addresses
both space and timing challenges to enable reactive mitigations.

2.4 Feinting: security of proactive mitigations

Marazzi et al. [19] formally analyze the security of proactive in-
DRAM mitigations and provide an optimal attack against ideal TRR.
In this model, TRR refreshes a limited number of rows (V) at each
periodic REF, always refreshing the V most hammered rows. Given
Trer possible activation between two consecutive TRRs, Marazzi
et al. introduce the optimal attack, called Feinting.

The Feinting attack lasts tREFW, the natural refresh window
of the victim row. More importantly, Feinting does not spend its
entire activation budget on hammering the victim row, since this
would immediately make the victim the most hammered row and
refreshed by the first TRR mitigation. Instead, to maximize the
hammer count, Feinting selects a set of decoy rows and hammers
them alongside the victim. This strategy allows the victim row to
survive TRR mitigations until at least V other decoy rows have
been hammered as frequently as the victim. The activation budget
of Feinting is distributed symmetrically across all active decoy rows
(i.e., those not yet refreshed by TRR events) and the victim row.
Figure 1 illustrates a simplified example with V = 1, Trgr = 6, and
four TRR events before the victim is refreshed.

2.5 PRAC: enabling reactive mitigations

To address the space and timing challenges of proactive in-DRAM
mitigations, the latest JEDEC DDRS5 specification introduces Per
Row Activation Counting (PRAC). PRAC integrates per row ac-
tivation counters within the DRAM arrays to alleviate the space
limitations of precise activation tracking. It also requires updates
to DDR5 timing parameters to account for the added latency of
counter updates. Table 1 lists the revised timings; for instance, tRC
increases from 46 ns to 52 ns, and tRP from 14 ns to 36 ns.

To address timing challenges, the new specifications introduce
ALERT Back-off (ABO) protocol, which allows DRAM request extra
time for mitigation when needed, enabling reactive mitigations.
Figure 2 illustrates the ABO protocol. When DRAM triggers an
ALERT, normal activity continues for 180 ns (equivalent to three
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Figure 2: ABO protocol with mitigation level of 1.

ACTs to the same bank), after which the MC issues an RFM to be
used for mitigation. ABO also enforces a minimum number of ACTs
before the next ALERT can occur. The number of RFMs and post-RFM
ACTs corresponds to the ABO level, which can be 1, 2, or 4.

3 Requirements of a PRAC Mitigation

Since the introduction of PRAC specification [12], the architecture
community has proposed defenses leveraging per row counters
and PRAC’s reactive mitigations [3, 25, 34]. What remains missing
is a rigorous security analysis of PRAC that identifies potential
pitfalls and enables systematic, secure configuration of PRAC. This
section outlines the key questions for secure configuration of PRAC
mitigations.

Counting mechanism in PRAC. One of the notable ambiguities
in the JEDEC specification is the lack of clarity regarding what per
row counters should actually count (i.e., the counting mechanism).
Here are some quotes from the JEDEC manual regarding PRAC
(Section 16 of JESD79-5C_v1.30 [12]):

(7E5D79-5C_V1.30 (Section 16.1): Activations to a row include )
the ACT, REF and RFM commands, and the MPC Manual
\_ECS function. )

(]ESD79—5C_v1.30 (Section 16.3): Per Row Activation Counting\
(PRAC) requires additional counter cells per row in the DRAM
\to store Activation (ACT) command counts. )

(]ESD79-5C_1/1.30 (Section 16.4): Since the DRAM is counting\
ACT commands on a per row basis, action may be required
upon one or more rows reaching a counter threshold level or
levels, or when a queue holding row addresses for targeted
Krefreshing reaches a critical level. )

A naive PRAC implementation increments per-row counters
only on ACT commands (basic counting). However, REF and RFM
also induce implicit activations that can cause bit flips in adjacent
rows of the refreshed rows [16], leaving such activations untracked
under basic counting. Although the JEDEC specification does not
specify the counting mechanism, a secure PRAC design should
account for both explicit and implicit activations (complete counting).
Nevertheless, analyzing basic counting remains important: we show
that some implementation flaws, as we observed in the state of the
art [25], can effectively reduce a mitigation with complete counting
to the security level of basic counting.

Question 1: What are the security implications of different
counting mechanisms in a PRAC mitigation?
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Queuing mechanism in PRAC. Ideally, a reactive mitigation
should immediately mitigate an aggressor row once it reaches a crit-
ical activation level. In practice, however, PRAC’s back-off protocol
allows additional activations between consecutive ALERTs. When
the number of rows reaching the threshold exceeds the mitigation
volume of a single ALERT, a service queue becomes necessary to
track these critical rows. Consequently, the design of this queu-
ing mechanism becomes a key security component, as it directly
determines the security guarantees of a PRAC mitigation.

Question 2: How should a PRAC mitigation queue critical
aggressor rows to ensure timely and secure mitigations?

Counter resetting mechanism in PRAC. Since activations only
increase per-row counters, a PRAC mitigation must include a reset
mechanism to prevent counter saturation. The choice of resetting
policy is critical for security, as it can potentially create tracking
gaps and lose information about certain aggressor rows (e.g., re-
setting an unmitigated row). Existing designs employ different
resetting mechanisms like periodically during refreshes or only
upon ALERTS, yet their security analyses often ignore how these
choices affect the optimal attack.

Question 3: What are the security implications of counter
resetting mechanisms in a PRAC mitigation?

To answer these questions, we formalize the core elements of
PRAC mitigations in Section 4 and conduct a rigorous security
analysis in Section 5. The outcome of this analysis is ECHOTRAIL,
which provides a unified way to express the security of PRAC
mitigations. Building on EcHOTRAIL, we develop VERIPRAC in
Section 6 which enables an automatic security analysis.

4 PRAC Contracts

A PRAC contract represents a generic mitigation that specifies the
key elements of a PRAC mitigation, as discussed in Section 3, while
a PRAC implementation is the concrete implementation of such a
contract. The goal of formalizing and analyzing a PRAC contract is
to specify (1) the expected behavior of an implementation, and (2)
the security guarantees of the contract by identifying the optimal
attacks against it. This contract can then serve as a reference when
evaluating an implementation, allowing us to verify whether the
implementation remains faithful to its intended contract. In this
section, we aim to first define a PRAC contract (Section 4.1), and
then provide the necessary definitions to reason about the security
of such contracts (Section 4.2).

4.1 Elements of a PRAC contract

We define a PRAC contract as PRAC, where it has four elements
expressed as ¢ = (Q|C|R|P): (1) queuing element @, (2) counting
element C, (3) counter resetting element R, and (4) back-off protocol
. While JEDEC standards have a clear specification for the back-off
protocol P, it is up to the mitigation to specify the other elements.

Whenever a MC command is received by the DRAM, these ele-
ments are queried to update the PRAC states and queues. At any
given moment, the PRAC contract has a pracState and a queueState;
the former indicates the per row activation counter values stored by
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Table 2: Signatures of a PRAC contract c.

Element Functions
C update : cmds X pracStates — pracStates
R update : cmds X pracStates — pracStates
AlertTrigger : cmds X queueStates — {0, 1}
Q AlertQ.update : cmds X queueStates — queueStates

AlertQ.head : cmds X queueStates — {d1,...,dy} VvV 0

PRAC, and the latter indicates the rows that are queued for mitiga-
tion. The pracState is updated only by the Q, C, and R elements of
the PRAC contract. Table 2 describes the interface of each element.

4.1.1 Queuing element Q. A queuing element decides when to
trigger an ALERT and which row(s) to mitigate. We define a queuing
element as Q = (Apyesh, AlertTrigger, AlertQ) where it has three
components: (1) ALERT threshold Aypes, (2) ALERT trigger method
AlertTrigger, and (3) the ALERT queue structure AlertQ.

Aunresh indicates the critical activation count level based on the
per row counters, and AlertTrigger indicates when to trigger an
ALERT. For example, one possible AlertTrigger method is Greater-
or-Equal (ge) that signals a row as critical whenever its per row
counter becomes greater than or equal to Aypesp. Note that Apesp is
distinct from the Rowhammer threshold (i.e., Ripyesh)- The former is a
mitigation parameter, whereas the latter is a property of the DRAM
device; we will define Rowhammer threshold in Definitions 3 and 4.

The rows for which the AlertTrigger asserts a signal must be
forwarded to the AlertQ for queuing. More precisely, the AlertQ
serves as a service queue that buffers rows signaled as critical by
the AlertTrigger, and upon each mitigation event (i.e., when an RFM
command is issued by the MC), it selects a subset of these buffered
rows for mitigation. The AlertQ can be implemented in different
ways, e.g., prior work [34] uses a priority queue that always keeps
the rows with the highest PRAC counter values.

4.1.2 Counting element C. A counting element decides when to
increment a per row counter. As discussed in Section 3, we consider
two counting mechanisms C:

e Basic (basic): this mechanism increments the pracState(a)
counter for row a only upon explicit ACT(a) commands.

e Complete (complete): this mechanism increments pracState(a)
on each ACT(a), REF on row a, and RFM refreshes on row a.

4.1.3  Counter resetting element R. A PRAC contract also needs
to configure the mechanism to reset per row counters. For exam-
ple, once row a is mitigated, counter pracState(a) can be reset
(i.e., when an RFM is received and AlertQ selects row a for miti-
gation) [34]. Some mitigations also reset the counters in a more
fine-grained fashion on periodic REF commands [25].

4.1.4  Back-off protocol P. Protocol P = (t_preM, V, postM) , as
illustrated in Figure 3, captures the sequence of actions during an
ALERT, where V is the reactive mitigation volume (i.e., the number
of RFMs and rows that are mitigated per ALERT). In addition, t_preM
denotes the time between the ALERT trigger and the reception of
the RFM. preM represents the maximum number of possible ACTs
during t_preM, defined as preM = | t_preM/tRC]. Similarly, postM
refers to the number of ACTs required after the mitigation(s) before
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the next ALERT can be triggered. JEDEC’s ABO protocols can be
defined as Papo = (180ns, L, L), where L denotes the mitigation
level and can take values from the set L = {1, 2, 4}.

Next ALERT
ALERT can be triggered

| @ - o

Normal traffic (~ preM ACTs) Mitigations Post-mitigation ACTs
t_preM 4 postM

Figure 3: Back-off protocol = (t_preM, V, postM).

4.2 Rowhammer and security definitions

First, we distinguish between the activation count tracked by a
PRAC contract (i.e., pracState) and the actual number of activa-
tions performed during an attack. This distinction is crucial for
understanding the gap between the PRAC contract states and the
true extent to which an aggressor has been activated.

Definition 1: Activation count

An aggressor row 7 is activated either when explicitly acti-
vated with the ACT command or when activations are induced
by REF and RFM commands. Activation count of an aggressor
row refers to the number of times it has been activated since
all its victim rows within the blast radius have been refreshed.
We denote the activation count of row 7 as a(F).

Definition 2: PRAC activation count

p(7) denotes the current value of the PRAC counter (pracState)
for aggressor row 7.

In addition, we define the victim hammer count in Definition 10
in Appendix A. Informally, a victim row is hammered whenever
any of its aggressor rows within the blast radius is activated. We
denote the hammer count of row ¢ as k(7).

Next, we provide definitions for the Rowhammer threshold and
mitigation security. While prior formalization efforts [19] base their
analysis on victim-tracking mitigations (i.e., tracking the victim
hammer counts h(9)), we derive our definitions and analysis for
aggressor-tracking mitigations in order to align with the JEDEC
specification for PRAC, as well as our PRAC, contract.
Rowhammer threshold. We carefully derive safe threshold bounds
that are specifically applicable to aggressor-tracking mitigations.

Definition 3: Rowhammer threshold R

Rowhammer threshold Rypyesy is the minimum h(0) required
to flip a bit in a victim row d.

In other words, Rypyesp, is the cumulative required number of activa-
tions to the adjacent aggressor(s) of the victim row ¢, within the
blast radius, for causing a bit flip in row 0.

Definition 4: Critical aggressor activation threshold
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F (Rinresn) provides a critical threshold for aggressor activa-
tion counts in a way that:

V7 € Rows : a(7) < F (Rihresh)

B
— V0 € Rows : Z (a(ﬁ +1i)+a(d— i)) < Ripresh
i=1
We assume a worst-case F (Rypresh) = | Rinresh/ (B X 2) |, where
the attacker distributes its activations evenly across all aggressor
rows within the blast radius of the victim. This represents the worst
case because it allows all aggressors to reach their maximum limit
(i.e., F (Renresn)) while still satisfying Definition 4.
Mitigation security. We provide definitions to asses the security
of aggressor tracking mitigations, and more specifically, PRAC
contracts. To achieve this, we provide the definitions for optimal
Rowhammer attacks that follow prior formalization efforts [19],
and then define the contract satisfaction of PRAC contracts.

Definition 5: Rowhammer attack

A Rowhammer attack S is a finite sequence of L g4k activa-
tions, and A(S, M) is the highest aggressor activation count
a(7) for 7 € Rows during the attack when mitigation M is
enabled. U denotes the set of all possible S attack sequences.

Given the Rowhammer attack definition, we define the optimal
attack against a given mitigation M.

Definition 6: Ay (.) and optimal Rowhammer attack

We define A,qx(M) as:
Amax(M) = maXA(s,M)
seU

Equivalently, sequence S* (M) is the optimal attack against
mitigation M iff
S* (M) € argmax A(s, M)
seU

Given the optimal attack definitions, we define contract satisfac-
tion of a given PRAC implementation against its contract.

Definition 7: PRAC contract satisfaction

A mitigation implementation M satisfies a contract PRAC,
iff: Apax(M) < Apax(PRAC,)

Table 3 in Appendix A provides a summary of notations and
symbols used in our analysis.

5 EcHOTRAIL

In this section, we aim to identify the optimal attacks against dif-
ferent PRAC contracts. In Section 5.1, we first show how gaps in a
PRAC contract enable attackers to evade mitigations or accelerate
their attacks. Based on these observations, we define a baseline con-
tract, referred to as PRAC ., in Section 5.2 and analyze its security,
which leads to the EcHOTRAIL attack structure. We then study how
the main elements of a PRAC contract (counting, counter resetting,
and queuing) affect security in Sections 5.3, 5.4, and 5.5, respectively,
and show that they all conform to the ECHOTRATIL structure. In other
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Formalization of reactive, aggressor-tracking mitigations
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Figure 4: (a) Prior formalization of proactive mitigations [19], with a precise view of the DRAM device behavior. (b) Gaps
between what PRAC contracts consider and the actual impact of the aggressor activations, resulting in silent survival strategies.

words, we prove that the optimal attacks against the common PRAC
contracts analyzed in this work all follow the ECHOTRAIL structure,
differing only in their configuration parameters.

5.1 New attack strategies with PRAC contracts

To achieve an effective, and ultimately optimal, attack, the attacker
must use actions that survive mitigations under a fixed activation
budget (tREFW). We call these actions survival strategies. Prior
work on proactive mitigations, such as Feinting [19] (Section 2.4),
considers only an active survival strategy, where decoy aggressors
keep the mitigation busy while still hammering the victim. This is
because they model proactive mitigations with precise counting,
resetting, and queuing; in addition, these mitigations are triggered
periodically, as shown in Figure 4a. Since the mitigation is always
active, attacks must also actively survive it. However, reactive PRAC
mitigations are fundamentally different: they trigger ALERTSs only
when necessary. This shift enables a new class of silent survival
strategies. Silent strategies exploit the reactive, and potentially
imprecise, nature of PRAC to avoid detection entirely, allowing the
attacker to continue hammering the victim for as long as possible
without being noticed.

Figure 4b illustrates the gap between how a PRAC contract trig-
gers mitigations (via ALERTSs) and what actually causes bit flips in
DRAM. Attackers can exploit this gap to increase the hammering
effectiveness. Any mismatch between (1) the PRAC contract state,
such as the per-row counter p(7) (Definition 2), and (2) the actual
activation impact on rows, captured by a(7) (Definition 1), enables
silent survival strategies that allow the attacker to hammer the
victim more frequently. Concretely, PRAC issues mitigations based
on Aipresh, p(7), and its queuing mechanism, whereas bit flips de-
pend only on the true hammer count: when a(7) reaches F (Rspresh)
(Definitions 3 and 4). We next analyze how these imprecisions and
reactive nature of PRAC contracts enable silent survival strategies.
Silent survival strategy #1: indirect activations . As discussed
in Section 4.1.2, a basic counting element tracks only explicit ACT(a)
commands. However, RFM and REF also activate rows [16]. For exam-
ple, when a PRAC contract raises an ALERT for row g, the resulting
RFM refreshes its victims (rows a + 1 for B = 1). These refreshes
activate rows a + 1, which in turn hammer their victims (rows a + 2),
yet none of these activations are tracked by basic counting. This
gap enables silent survival strategy #1: indirect activations . Here,

the attacker can rely only on indirect activations to hammer a tar-
get aggressor 7. It repeatedly activates row 7 + 1, forcing PRAC to
trigger ALERTSs and mitigate 7 + 1. Each resulting RFM implicitly
activates 7, which is invisible to basic, as shown in Figure 5.

time

RFM RFM RFM RFM

Figure 5: Silent survival strategy #1: indirect activations in
basic counting.

However, this survival strategy is not effective once a PRAC
contract employs a complete counting mechanism.
Silent survival strategy #2: stealthy priming . A precise reset-
ting mechanism (Definition 1) resets a row’s counter whenever all
its victims are refreshed. In contrast, some PRAC contracts [34]
reset a row’s counter only when the row is selected for mitigation,
i.e., its victims are refreshed only due to mitigative actions. We
denote this as onMitig resetting. This mismatch allows the attacker
prime all per-row counters to Ayesn — 1 (Definition 8) with essen-
tially unbounded time, and then spend the entire activation budget
within a single tREFW on hammering the target victim. This en-
ables silent survival strategy #2: stealthy priming . It is particularly
powerful when combined with active survival strategies, since a
decoy aggressor is useful only if it is primed, i.e., one activation
away from being selected for mitigation. We later show that, even
with more precise resetting elements, this strategy can still be use-
ful for stealthy priming of a limited number of decoy aggressors,

depending on Aypesh.
Definition 8: Primed aggressor row

Row 7 is primed if any additional increase of its PRAC activa-
tion count makes the row eligible for mitigation, i.e.:

P(’N’) = Athresh — 1
Figure 6 illustrates the stealthy priming strategy.

Crucially, prior work ignores this strategy and assumes a sub-
optimal attack in which aggressor priming must occur within the
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Figure 6: Silent survival strategy #2: stealthy priming .

victim’s refresh window (the fixed budget within a tREFW). This
assumption prevents reaching the true worst-case attack bounds.
Silent survival strategy #3: direct evasion . Another avenue for
enabling a silent survival strategy is through mismatches that allow
even direct activations on the target aggressor 7 to go untracked.
For example, an ideal queuing element (idealQ) maintains an un-
bounded queue in which rows are sorted by their activation counts,
with the most critical row at the top. In practice, however, queues
are bounded and often simplified for efficiency, creating discrepan-
cies between the PRAC contract’s view and the actual activation
behavior. This gap enables silent survival strategy #3: direct evasion .
For instance, prior work [1] proposes a FIFO queue that triggers an
ALERT only when the queue becomes full. This design provides no
security: an attacker can repeatedly activate the target aggressor,
using the pattern ACT(7) - ACT(7) - - - ACT(7), and spend the entire
activation budget on 7. Since the FIFO queue always contains only
this single row, it never becomes full and no ALERT is triggered.
Figure 7 illustrates this direct evasion strategy.

\ @ target aggressor ¥ activations |

’’’’’’’’’’’’’’’’’’’’’’’ * tREFW
refresh window of the victim
01—
time
Athresn — 1 queue evading

Figure 7: Silent survival strategy #3: direct evasion in fifoQ.

Active survival strategy #4: decoy activations . In addition to
the silent survival strategies introduced by PRAC contracts, the
attacker can still employ the active survival strategy discussed in
Section 2.4 (see Figure 1), where activating decoy aggressors helps
surviving mitigations.

Definition 9: Active aggressor survival from mitigation

Upon an ALERT, V aggressor rows are selected for mitigation:
di,...dy. A target aggressor row 7 (the row within the blast
radius of the victim row) survives the mitigation if:

Fe{d,...dy}

We refer to d; rows as decoys.

As discussed earlier, all decoy rows must be primed (Definition 8)
before they can participate in the attack.

Problem formalization. Given Definition 5 and Definition 6 and
our assumptions on survival strategies, an attacker must find an
attack sequence that maximizes a(#) and minimizes Lgyqck — a(7).
Since all the rows are naturally refreshed within a refresh window
(tREFW), L aack for each attack is limited and we need to answer
the following questions to achieve an optimal attack:
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e What is the optimal distribution of the £ 4.k activations given
the active and silent survival strategies?
e What is the optimal sequence and duration of different survival
strategies?
Answering these questions leads us to the EcHOTRAIL attack struc-
ture. A key novel aspect of ECHOTRALIL is its integration of silent
survival strategies, introduced by PRAC contracts, alongside active
strategies. ECHOTRAIL identifies the effective survival strategies
against a given PRAC contract and provides the optimal scheduling
and configuration of each strategy to construct a globally optimal
attack. In the remainder of this section, we define and analyze dif-
ferent PRAC contracts and present the optimal attacks against each
of them, and further show that all of these attacks conform to the
EcHOTRAIL structure.
Optimality scope. The optimality of ECHOTRAIL and its structure
relies on two key sets of assumptions:
e PRAC contracts: our attacks only target PRAC-based miti-
gations, following the contract formalization in Section 4.1.
We assume the mitigation only selects queuing, counting, and
counter resetting elements, and that inconsistencies in these
elements create opportunities for attacks to survive mitiga-
tions. As a result, attack patterns identified by ECHOTRAIL may
not be optimal against mitigations that deviate from PRAC
contract definitions.
¢ Rowhammer understanding: we also assume that an ag-
gressor row is activated only via (1) direct ACT commands or
(2) indirect activations through REF and RFM, which affect only
rows within its blast radius, and (3) a limited activation budget
(i.e., tREFW). Our definitions (Section 4.2) follow our current
understanding of Rowhammer; thus, ECHOTRAIL’s bounds may
become sub-optimal if these assumptions change in the future.

5.2 PRAC}, security analysis
We define the baseline contract PRAC . as follows:

e Counting element: we consider basic counting;

o Resetting element: PRAC),;. resets the per row counters only
if the corresponding row is subject to an RFM mitigation (i.e.,
onMitig);

o Queuing element: we assume an ideal queuing where we have
an unlimited AlertQ and AlertQ.head always returns the V
rows that have the highest counter values. AlertTrigger asserts
an ALERT whenever one of the per row counters becomes
greater than or equal to the A5, (denoted as ge).

Hence, the PRAC . contract is defined as:
base = (Atnresh, ge, idealQ| basic|onMitig|P apo)

where g0 is the JEDEC’s standard ABO protocol.

Without any PRAC mitigation, the trivial optimal attack is spend-
ing all the possible activation budget within a tREFW to explicitly
activate a target aggressor 7. However, PRAC ;. easily prevents
this attack by incrementing p(7) upon each ACT (7) and triggering
an ALERT and mitigating 7 once p(7) reaches Ajp.sp. Hence, an
attack against PRAC 4, can explicitly activate 7 at most Appesn — 1
times without being mitigated, after which it must use some sur-
vival strategies to evade mitigations. The attacker can exploit all
active and silent survival strategies discussed in Section 5.1 to
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survive mitigation, except for survival strategy #3: direct evasion ,
since PRAC 5. employs an ideal queuing mechanism. The follow-
ing strategies remain effective: (1) Silent indirect activations because
of basic counting in PRAC4; (2) Silent stealthy priming because of
onMitig resetting in PRACq5; (3) Active decoy activations because
of being effective against all contracts, as the attacker can trigger
back-to-back ALERTS.

Informal overview of ECHOTRAIL. The goal of our optimal at-
tack, ECHOTRALIL, is to maximize the number of activations on the
target aggressor 7. In the following lemmas and theorem, we prove
the optimality of the EcHOTRAIL attack structure, summarized in
Figure 8, based on the survival strategies from Section 5.1. To pro-
vide an informal roadmap, Lemma 1 proves that the attack begins by
priming all decoy aggressors without budget constraints (the prim-
ing phase). This is enabled by the stealthy priming strategy under
the onMitig mechanism of PRAC ,,: without an ALERT, no coun-
ters reset and all rows remain primed. Lemma 2 then requires the at-
tacker to activate the target aggressor 7 exactly A;pesn — 1 times (the
direct phase). Afterward, the attack proceeds with the post-direct
survival strategies. Lemma 3 enforces that survival strategy #4:
decoy activations must be applied symmetrically across all decoys
and the target aggressor 7, without interruption; this defines the de-
coying phase. Lemma 4 further shows that this phase must occur at
the end of the attack. The interval between the direct and the decoy-
ing is therefore devoted to survival strategy #1: indirect activations ,
forming the indirect phase. We collectively refer to the indirect
and decoying as the post-direct survival phases. Finally, Theorem 1
derives the optimal duration of each phase and thus yields the
concrete optimal attack against PRAC 4.

post-direct survival phases
priming phase direct phase indirect phase decoying phase
HeAD 0000 Qo000 HeAO

Survival strategy #2 Survival strategy #3 Survival strategy #1 Survival strategy #4
stealthy priming direct evasion indirect activations  decoy activations

Figure 8: The EcHOTRAIL attack structure.

Formal analysis. A target aggressor 7 is naturally mitigated every
tREFW. We assume the attacker can precisely synchronize its at-
tack with the target aggressor’s natural mitigation (i.e., the Lguqck
budget can effectively use all the activations within the tREFW).
Despite the common assumption in prior PRAC mitigations that
the entire attack must occur within the target tREFW [3, 25, 34],
Lemma 1 shows that, for PRAC )., the decoy priming phase does
not need to spend any of the L 40k activation budget of the re-
fresh window (tREFW) of the target aggressor 7. This is a direct
result of the onMitig resetting mechanism of PRAC}, enabling
the survival strategy #2: stealthy priming . We provide the proofs
for all the lemmas in Appendix A.

Lemma 1: Priming phase for PRAC,,,

Priming (see Definition 8) of all rows except the target ag-
gressor row 7 is optimally performed outside a tREFW.
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» Intuition. Given the onMitig resetting, p(a) for row a does )
not reset across tREFW. (1) The upcoming decoying phase of the
attack requires all decoy aggressors to be primed in order to
help the target aggressor 7 survive mitigations, and (2) for decoy
rows outside the blast radius of the target aggressor 7, there is
no benefit to activating and priming them within the refresh
window of the victim, since their activations have no effect on
the victim and waste the L4401 budget.

prrrrrTETEEEEEEES

Once the target aggressor is naturally mitigated (i.e., we enter a
new refresh window), the most optimal approach for the attacker is
to explicitly activate the target aggressor 7 until its PRAC counter
p(7) reaches Aypresn — 1. This direct phase of the attack does not
trigger any ALERTS yet.

Lemma 2: Direct activations

Direct activations on a target aggressor row 7 are optimal to
increase a(7), but bounded by p(7) reaching A;pyesn — 1.

» Intuition. Direct activations on the target aggressor 7 are the |
most useful activations to spend from the £ ;401 budget as each :
activation increases a(7), however, any additional activation of |
row 7 beyond Aypesp — 1 activations, causes p(7) reaching Athmh |
and raise an ALERT and select 7 for mitigation. |

Any additional activations on the target aggressor 7 following the
direct phase trigger an ALERT; from this point onward, the attacker
must use a survival strategy to evade mitigation selections. The
subsequent lemmas establish that the decoying phase of the attack
must (1) distribute activations symmetrically across all decoys and
the target aggressor 7, (2) proceed continuously with back-to-back
ALERTs, and (3) serve as the final phase, concluding the attack.

Lemma 3: Symmetry and contiguity of the decoying phase

Once a decoying attack phase has started with a set of decoy
aggressors {d;, dy, ..., dr,~1} and a target aggressor 7, it must
always activate the participating (unmitigated) rows with the
lowest activation count in every step without interruption in
order to be optimal.

» Intuition. To maximize a(7) and minimize L yack — a(f),\
all rows in {dy, dy, . .., dg,-1, 7} must have identical p(.) counts.
Activating any row outside this set, or activating the decoy
rows more frequently than the target aggressor 7, wastes the
Latack budget without contributing to the attack. Additionally,
activating the target aggressor 7 more often than the decoys
causes it to be selected by the mitigation, preventing it to survive. )

444444444444\

Lemma 4: decoying attack phase end

In the final round of the decoying phase, the target aggressor
row 7 is selected for mitigation by the last ALERT, since
all decoys have already been mitigated. Therefore, the final
action within a tREFW is an activation (and mitigation) of
the target aggressor 7, which concludes the attack.
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» Intuition. Once the target aggressor 7 is selected for miti- ‘
gation at the end of the decoying phase, both a(7) and p(7) are \
reset to zero. Therefore, if this does not occur at the very end of \
the attack, i.e., if the last activation of the L4 budget is not |
used to complete the decoying phase, the remaining activations
are wasted and cannot contribute to maximizing a(7).

|
|
)

With the priming and the direct phases at the beginning, and the
decoying phase at the end, the attacker can only use the window
between the direct and the decoying phase to perform the indirect
phase (Figure 8). Lemma 5 establishes that both the direct and post-
direct survival phases (i.e., direct +indirect +decoying phases) must
take place within the tREFW before the target aggressor would
otherwise be naturally mitigated.

Lemma 5: Optimal duration for direct + post-direct survival

The sequence of direct, indirect, and decoying phases must
occur in one tREFW to maximize a(7) and minimize £ g0k —
a(F) activations.

» Intuition. Since a(7) resets at the end of the refresh window ‘
tREFW (Definition 1), activations beyond tREFW no longer in- |
crease, or help maximize, a(7). Conversely, using fewer than :
the maximum possible activations within tREFW results in a |
sub-optimal attack, as the unused activations could otherwise |

help survival strategies and further increase a(7). |

While the prior lemmas establish the structure of the EcHOTRAIL
attack, Theorem 1 provides the optimal configuration of this struc-
ture against PRAC}s.. The functions Fgir (Asnresh)s Findir (Athreshs 1),
and Faecoy (Athresh, t) denote the effective number of activations to
the target aggressor during the direct, indirect, and decoying phases,
respectively, for a given ALERT threshold Ay, and duration ¢.
Their sum yields the maximum total number of activations on the
target aggressor, Ay (PRACp,s). The core of the theorem is the
function Fyyro(.), defined as Fsuro(Ashreshs ts) = Findir (Athresh, t) +
Faecoy(Athreshs t), which optimally allocates the post-direct survival
time t; between the indirect and decoying phases. It therefore de-
termines both the maximum achievable activations on 7 in these
phases and their optimal time split.

Prior work [3, 19, 34] defines the decoying behavior recursively.
In contrast, Fyecoy(Athresh» t) is a closed-form expression derived
from the recursive Feinting formulation, directly giving the number
of activations a(#) achievable within a time budget ¢. Its structure
captures two effects: (1) 1{; ((11/52 c")) determines the number of rounds
until only one aggressor remains, and (2) 1 — ¢ is the decay factor
describing how mitigated rows are removed proportionally to the
remaining aggressors. Even in the final round, when only one row
remains, the attacker can still issue (L — 1) + | tABO_ACT/tRC]|
activations before mitigation, incorporated into the closed form.
Table 3 provides a summary of the notations used in this section.

Theorem 1: Optimal attack against PRAC,,

An attack is optimal if every activation is chosen to maximize
the contribution towards increasing a(F).
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Figure 9: Optimizing PRAC;,;. shows nonlinear trends. The
heatmap (a) shows the distribution of possible solutions, with
one best solution marked with a black line. (b) shows the
components of a tREFW for this optimal solution. Note that
the optimal solution always includes a combination of a
decoying and indirect phase.

ts = tREFW — (Agppesh — 1) - tRC — tRFC - 8K
\4
c -
tABO_ACT
= me1+L
tA2A = L -tRC+ tABO_ACT+ tRFM -V
ty —t — tABO_ACT
Ry = ———— =
tA2A
Fdir(Athresh) = Athresh — 1
t — (tRC + tABO_ACT + tRFM)
Findir (Athreshs 1) =
tRC + Ajpresh + tABO_ACT + tRFM
In RLO tABO_ACT
Faecoy(Athresns t) = hi-o) +(L-1)+ =]
Fsuro(Athreshs ts) = maxii@ (Findir (Athreshs t)
+Fdecoy (Athreshs ts — t))
Amax(PRAcbasF) = Fair (Athresh) + Fsuro (Athresh: ts)

Proof. The proof follows from Lemmas 1, 2, 3, 4, 5. Priming decoys
to p(ail—) = Apresh — 1 persists and must be performed in a prior
tREFW (Lemma 1). Because direct activations are optimal and in-
crement a(7) with each activation (Lemma 2), they must always be
part of the solution, but are limited to A5, — 1 activations. Lem-
mas 3 and 4 show that the decoying phase must be uninterrupted
and end at the end of the tREFW. Recall that an idealQ queue re-
sults in repeated mitigations to rows with a(F) > A;pesp, regardless
of activations. Because the number of required activations grows
geometrically with the timeframe allocated to Fgecoy (as longer
preparations cause more decoy rows to be mitigated), there is a
point at which Fj,,4;, yields more activations per unit time, despite
the high cost of priming to Ay, during the attack phase. Because
there is no other activation strategy than direct, indirect, and de-
coying, and direct is bound by A, — 1, the optimization problem
reduces to the split between Fing;- and Faecoy- O

In Figure 9a, we show the effectiveness of different splits of the in-
direct and decoying phases for different A.sp: indirect% indicates
the percentage of post-direct survival phase that has been spent on
the indirect phase. As the activation costs using implicit activations
during the indirect phase increase with Ay, the decoying phase
becomes more useful for larger A;p.s;. Figure 9b shows the time
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allocations for the optimal solution. Because the time might not
evenly distribute, a small amount is wasted on working towards
an activation that does not fit. Interestingly, our results indicate
that the optimal attack against the PRAC,,, contract is always
a combination of the two survival strategies, survival strategy #1:
indirect activations and survival strategy #4: decoy activations , i.e.,
in all Ajpesn levels: 0% < indirect% < 100%.

EcHOTRAIL notation. We use the notation EcHOTRAIL}}! ack to
express the attack sequence: tAttack refers to the entire duration of
the attack (priming +direct +indirect +decoying), and N refers to the
set of required decoys for the attack (i.e., the decoys needed for the
decoying phase). These parameters enable the attack reconstruction.

5.3 Security impact of the counting

The next contract to analyze is PRAComplere that is a variant of
PRAC s, differing only in the counting element: C = complete. In
other words, a per row counter p(x) for row x is incremented on
all commands that either explicitly or implicitly activate the row,
such as ACT, RFM, and REF. This means that the survival strategy #1:
indirect activations will not be effective against PRAC .omplete-

Theorem 2: Optimal attack for PRAC ppiere

S* (PRACmmplm) — ECHOTRAIL(‘N‘H) (Athresh—1)tRC+ts

Where t; = tREFW — 8K - tRFC — (Agpresh — 1) + tRC
ts — tABO_ACT
d _ s M=
and [N tAZA

» Intuition. For PRAC ompiere, the implicit component Fipng;,- (. ) !
degrades to 0 because it can no longer hide activations unless |
it is part of the decoying phase. The optimal attack is therefore |
limited to the direct and decoying approaches, while survival ‘
strategy #2: stealthy priming remains effective and the priming ‘
phase is placed in the prior tREFW.

We provide the proofs for theorems in Appendix A.

5.4 Security impact of the counter resetting

We analyze the security impact of two new contracts that deploy
different resetting mechanisms:

e Fine-grained resetting (fine): besides the on-mitigation re-
sets, counters reset in a spatially continuous fashion every
tREFI on REFs, for a row-group that gets refreshed [25];

e Coarse-grained resetting (coarse): besides the on-mitigation
resets, all counters reset every tREFW (similar to many prior
Rowhammer mitigations [19, 22]);

PRACfne and PRAC o4 are two contracts that are variations of
the PRAC complere contract where they only differ in their resetting
element. They use fine and coarse, respectively, instead of onMitig
resetting in PRAC complete-

Despite prior work assuming only one tREFW window for the
entire attack with the fine resetting [25], the attacker can potentially
have some extra time for priming, still allowing the survival strategy
#2: stealthy priming . As shown in Figure 10, the first decoy that gets
selected for mitigation during the decoying phase has a different
tREFW window for counter resetting (tREFW; in Figure 10), and can
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be primed before the target’s counter reset (tREFW,). Interestingly,
the rate of back-to-back ALERTSs during the decoying phase is higher
than the counter resets: 6 ALERTSs per {REFI vs. 4 counter resets
per tREFI (assuming B = 1 and row-group size of 8). This further
helps decoying phase to consume the decoys faster than being reset.

Fine-Grained Reset
(target aggressor)

Fine-Grained Reset
(target aggressor)

tREFW,

prime ‘ ‘ direct H decoying

time

tREFW,

the window that the
decoy can be primed
and remain primed

Fine-Grained Reset
(first decoy)

Fine-Grained Reset
(first decoy)

Figure 10: With a fine resetting, the attacker is not strictly
bound to one tREFW (i.e., tREFW)) for the entire attack, still
allowing the survival strategy #2: stealthy priming .

Theorem 3: Optimal attack for PRACj;,,

tprime+tdirectttdecoy

S*(PRACy.) = ECHOTRAIL,,

Where tgirect = (Athresh — 1) - tRC,
IN| = min(l (ts—tREFI—tABofACT)VJ ) { max(tprime) J)

tAZA (Athresh—1)-tRC
tprime = |N| (Athresh - 1) - IRC,
tecoy = M2 4 tABO_ACT

" » Intuition. In fine resetting with complete counting, we have |
two phases with constraints. The priming cannot be longer than
tREFW — tRC- 8192 — tREFI — tg;yect (otherwise, the counters will
reset before we make use of the primed rows), and the decoying
cannot be longer than tREFW—tg;¢c; —8K - tRFC—tREFI. Because
the decoying phase requires primed decoys, the priming phase
is the bounding factor for typical Aypyesh.

e ——— — —

Figure 11 shows that the decoying phase of the optimal EcHo-
TrAIL attack against PRACj;,. achieves higher activations (the y-
axis) for small thresholds compared to the assumption in prior work,
assuming only one tREFW for the entire attack.

In the PRAC ,4se contract, all counters reset at the same time
every tREFW, allowing an ECHOTRAIL attack to be executed twice:
once before and once after the counters’ reset. As shown in Fig-
ure 12, these coarse resets can be unaligned with the natural re-
freshes and mitigations of the target aggressor. Prior work typi-
cally assumes the counters reset is exactly aligned at the middle of
the victim’s refresh window (tREFW; in Figure 12) [22]. However,
our optimal ECHOTRAIL attack reveals that resetting earlier within
tREFW; is more effective, as it leaves more time for the second
attack, which has more limited time for (re-)priming of decoys.

Theorem 4: Optimal attack for PRAC o4

S*(PRAC course) = ECHOTRAILK?FMLH . ECHoTRAIL;\}ijW*r2
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Figure 11: ECHOTRAIL against PRAC,. (fine resetting). By
starting to prime in a prior tREFW, we can allocate more
time to the decoying phase, breaking prior assumptions [25].
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Figure 12: With a coarse resetting, the attacker needs to find
the optimal alignment with the all-counters resets.

where 11 = tgirect1 + tdecoy1> T2 = tdirect2 + tdecoy2
ry + ry = tREFW — 8K - tRFC.

" » Intuition. We first note that coarse resetting is not bound to )
the tREFW in which the EcHOTRAIL attack takes place. There-
fore, we can split the phases into two concatenated ECHOTRAIL
sequences to maximize the outputs. While the first attack can
make use of priming outside of tREFW, the second attack needs
to prime immediately before doing the second direct activations.
The shift of the coarse reset window is an optimization problem

| (ie., finding r1 and ry).

5.5 Security impact of the queuing
We analyze two different queuing mechanisms, other than idealQ:

e Priority queue includes the activation count for each entry
and it always keeps it sorted. Upon each activation, the row
is inserted if its per row counter is higher than any of the
existing rows. The mitigation always selects the rows with the
maximum count in the queue [25, 34]:

Q1 = (Athreshs ge, priorityQ)
e Full-trigger FIFO queue uses a FIFO queue where aggressors

are inserted whenever their per row counter reaches the Ay esh.

An ALERT is triggered only if the queue is full (full Trigger) [1]:

QZ = <Afhresha fullTrigger, ﬁfOQ>
PRACpriorityo and PRACyirif, are two variants of PRACcomplete

that differ only in their queuing: they use Q; and Q;, respectively.

Theorem 5: Optimal attack for PRAC riority0

PRAC piorityo has the same optimal attack guarantees of the
PRACcomplete:
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Figure 13: A,,,(.) comparison of four discussed contracts:
PRACpyses PRAccomplete: PRACﬁne, and PRAC coqrse- PRAcpriorityQ
has similar bounds as the PRAC opcc contract.

S*(PRAcprlontyQ) =8* (PRACcomplete)
(IN1+1) - (Agpresn—1)- RO+t

= ECHOTRAIL

where t; = tREFW 8K - tRFC — (Ammh —1) - tRC,
dIN| = — tABO_ACT

e = A

"» Intuition. The priorityQ queue’s behavior is not identical to |
the idealQ queue, as assumed by prior work [34]. In particular, |
the priorityQ queue maintains the rows that have been activated |
in a recent sequence, while the idealQ queue maintains a sorted !
list of activated rows based on the global activation history. The !
following counterexample illustrates this difference. Assume a |
state where p(71) = Aresh + 2 and p(72) = Aspresn + 1. Consider :
a priorityQ queue of size one that currently contains only 7;. |
When an ALERT is issued, 7; is selected for mitigation and re- |
moved from the queue. Although 7, already exceeds Ajpyesp, it is :
inserted into the priorityQ queue only if it is activated again; in |
particular, it is not selected for mitigation if the next ALERT is |
issued without a new activation to 7,. In contrast, with an idealQ :
queue, 7, moves to the top of the queue after 7 is mitigated |
and is selected for mitigation by the next ALERT, regardless of |
whether 7, was activated recently. That said, because an optimal !
attack must activate the decoys again for survival (Lemma 3), |
priorityQ becomes equivalent to idealQ, resulting in the same |
total activation count. )

Theorem 6: Optimal attack for PRACrif,

S*(PRAcfullFlfo) = ECHoTRAILéREFW*SK-tRFC

» Intuition. The fullFifo queue is unsafe for |AlertQ| > 1 be- ‘
cause an attacker would only activate a single row, where the \
AlertQ never gets full and fullTrigger never signals the row for \
mitigation. This single-row activation attack is optimal because |
the cost per activation is minimal (see Lemma 2) and the mitiga- |
tion never triggers.

/
|
|
|
|
I
|
|
|
I
|

Summary of A, (.) contracts. Figure 13 shows the A, (.) of the
optimal EcHOTRAIL attacks across various PRAC contracts (exclud-
ing the PRACj1,0 contract as it has similar bounds of disabling any
PRAC mitigation; cf. Theorem 6). For low Aypeshs Amax (PRAC)hase)
experiences the highest activation counts. However, as the thresh-
old increases, its higher vulnerability compared to other contracts
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Figure 14: VERIPRAC design to verify contract satisfaction.

decreases due to the growing cost of the indirect phase, eventu-
ally converging with the other contracts (e.g., PRAC ompiere and
PRACfy,). Additionally, PRAC ourse consistently results in higher
activation counts than other contracts that use complete resetting
or onMitig resetting, primarily because it allows two separate EcHo-
TRAIL attacks.

6 VERIPRAC

Building on PRAC contract analysis, we present VERIPRAC, a ver-
ification tool that checks whether a given PRAC implementation
satisfies its intended contract (Definition 7).

6.1 VERIPRAC design

Figure 14 provides an overview of VERIPRAC, which consists of
three main components: (1) a DRAM model, (2) a verification engine,
and (3) a PRAC implementation that is accompanied by its contract.
(1) DRAM model. This component emulates all the functionalities
of a DRAM device based on DDR5 PRAC timings. The ECHOTRAIL
execution unit of the model requests and then receives an EcHo-
TRrAIL attack instance as an input (steps @ and @) and executes the
given EcHOTRAIL attack (step @). In other words, this execution
engine is similar to a memory controller that performs the attack
on the plugged-in PRAC implementation. Additionally, we store
a Max Activation Count Table (MACT) inside the DRAM model,
which accurately counts and maintains the maximum number of
aggressor activations for all rows during the execution of an EcHo-
TRrAIL instance (including both implicit and explicit activations).
The MACT table reports A (.) of the tested contract at the end
of the attack (step @).

(2) Verification engine. This component systematically iterates
over a list of ECHOTRAIL instances that exercise all possible sur-
vival strategies and sends these instances to the DRAM execution
unit upon each request (steps @ and @). In addition, the verifi-
cation engine tracks the reported maximum aggressor activation
count from the DRAM model (step @), which are eventually used
to determine the weakest contract that the plugged PRAC imple-
mentation satisfies (step @). Note that VERIPRAC verifies whether
an implementation satisfies its given contract (Definition 7), which
is provided as input. Based on our systematic analysis in Section 5
for {idealQ, priorityQ, fifoQ} queuing elements, {basic, complete}
counting elements, and {onMitig, fine, coarse} resetting elements,
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Figure 15: Modular implementation of a PRAC mitigation in
VERIPRAC.

along with all possible survival strategies that introduce discrepan-
cies, VERIPRAC guarantees detection of contract violations by test-
ing all EcHOTRAIL attack configurations incorporating such strate-
gies. For example, it tests an ECHOTRAIL attack using the survival
strategy #1: indirect activations strategy to determine whether an
implementation of complete counting resists the attack or allows it
to survive and violate the intended contract. We will discuss the
considerations to extend VERIPRAC to analyze new contracts and
PRAC mitigations in Section 6.2.

(3) PRAC implementation. This component corresponds to the
concrete implementation M of a PRAC mitigation, with the in-
tended contract c¢. VERIPRAC provides a modular framework for
implementing PRAC mitigations, as illustrated in Figure 15. To inte-
grate a new PRAC-based mitigation, users instantiate aMitigation
class and implement abstract functions such as queuingMechanism,
countingMechanism, and resettingMechanism, where these func-
tions get an aggressor as input (i.e., direct and indirect activation
commands); the mitigation’s implementation for the abstract func-
tions decides how to queue, count, or reset its per row counters (i.e.,
pracState). For example, implementing the core mechanisms of the
state of the art, MOAT [25], required only 129 lines of C++ code.
The rest of the testing tool then operates automatically and evalu-
ates the mitigation implementation. The implementation receives
commands from the ECHOTRAIL execution unit (step @), which are
used to perform mitigations; for example, it can trigger ALERTSs
and specify which rows to mitigate upon RFM commands.
Contract satisfaction. In the final step @, where all ECHOTRAIL
instances are tested, the weakest contract identified by the verifi-
cation unit is compared to the intended contract of the mitigation.
If the two contracts match, or if the identified contract is stronger
than the intended one, the PRAC implementation is considered to
satisfy its contract (Definition 7).

6.2 Integration of existing PRAC mitigations

We integrate two state-of-the-art PRAC mitigations in VERIPRAC:
MOAT [25] and QPRAC [34].

Queuing. Both MOAT and QPRAC use a priority queue, modeled
as Q = (Apresn» g6, priorityQ). MOAT employs a single-entry queue
and supports only ABO level 1, whereas QPRAC uses a multi-entry
queue and supports all ABO levels.
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Figure 16: VERIPRAC results for M., MOAT and QPRAC with different A, ; values, assuming ABO level of 1.

Resetting. The two designs differ in their resetting mechanisms:
MOAT uses fine, while QPRAC uses onMitig.
Counting. QPRAC specifies a complete mechanism. While MOAT
does not explicitly specify its counting policy, we use its available
artifacts as a reference [24], which show that per row counters are
incremented upon RFM commands. We therefore implement MOAT
with complete counting as well.

We additionally evaluate a baseline PRAC implementation, de-
noted as M pgsic, which intends to implement the following contract:

<Athreshs g€, idealQl basic|ﬁne| PABO)

As Figure 13 shows, a contract with basic counting provides the
weakest security bounds, i.e., the highest A« (.), for lower thresh-
olds. We use this mitigation to assess how MOAT and QPRAC
compare to this design point and, more importantly, how subtle
implementation flaws can cause an implementation assumed to be
secure to degrade to this basic baseline.

6.3 Evaluation

Figure 16 presents the VERIPRAC results for Mp,sic, MOAT, and
QPRAC implementations. We report the EcHOTRAIL attack bounds
of both (1) the intended contract of each implementation, and (2)
the weakest contract identified by VERIPRAC. The y-axis is the
Amax(.) for different A5 values, assuming an ABO level of 1.
Figure 16a shows that M. behaves as expected, following the
same trend as the PRAC},;, contract in Figure 13.

MOAT. Surprisingly, MOAT violates its intended contract: the
weakest contract VERIPRAC identifies is almost identical to that
of Mpasic, which uses basic counting, even though MOAT imple-
ments complete counting. Consequently, as shown in Figure 16b, for
Aihresh = 64, the original paper reports Apqx(MOAT) = 99, while
VERIPRAC identifies A;,qx(MOAT) = 7,483 and this optimal bound
increases for lower ALERT thresholds.

A closer examination reveals that the main root cause of this
violation is that MOAT invalidates its queuing registers after mitiga-
tive RFMs during an ALERT. These invalidations cause the AlertQ
to lose track of the implicit activations induced by RFMs, effectively
downgrading the design to a weaker contract with basic counting.
In addition, the original MOAT artifacts [24] reveal that per-row
counter increments caused by RFMs do not update the queuing reg-
isters: a row whose per-row counter exceeds Aypsy, and is higher
than the row currently residing in the queue, does not replace the
tracked row when it is activated through RFM refreshes. Based on

VERIPRAC's analysis, it is straightforward to fix MOAT by avoid-
ing queue invalidation upon mitigation and updating the queuing
registers upon all direct and indirect activations.

QPRAC. The VERIPRAC results for QPRAC (Figure 16¢) have simi-
lar trend as reported in the original paper, but still violating its con-
tract. For example, the original paper reports Apqx(QPRAC) = 542
for Aspresn = 512, whereas VERIPRAC identifies A (QPRAC) =
567. The higher bounds in VERIPRAC ’s identified contract arise
from the fact that QPRAC uses an onMitig counter resetting, which
allows the attacker to prime decoy rows outside the tREFW and then
use the entire tREFW for the direct and decoying phases of EcHo-
TraIL. However, the original paper assumes that decoy priming
must also occur within the tREFW, leading to sub-optimal bounds.

7 Discussion and Related Work

Extension of VERIPRAC. In case future PRAC implementations
intend to define new contracts (e.g., using other queuing mecha-
nisms than idealQ, priorityQ, or fifoQ that we analyzed in Section 5),
they must first reason about the applicable survival strategies for
their new queuing, counting, and resetting elements and identify
the optimal configuration of ECHOTRAIL against them, similar to our
analysis in Theorems 1-6. The corresponding ECHOTRAIL instances
can then be added to VERIPRAC as JSON inputs. Additionally, note
that VERIPRAC only supports PRAC-based mitigations that can
be expressed under our contract formalization in Section 4.1, i.e.,
consisting of queuing, counting, and resetting elements; arbitrary
mitigations that deviate from this structure are not supported by
EcHOTRAIL and VERIPRAGC, as their vulnerability space (i.e., possi-
ble set of silent and active survival strategies) may differ depending
on added or omitted elements.

Multi-banks analysis. ALERT is channel-wide: when bank By trig-
gers an ALERT, all banks (B to Bs;) receive RFMs. Non-triggering
banks can use this opportunity to mitigate the row at the head of
their own AlertQ. Prior work treats these opportunistic mitigations
purely as a performance optimization [34]. Crucially, we show they
are necessary for security. Without them, an attacker can trigger
ALERTSs from non-target banks, preventing the target aggressor
from ever being selected for mitigation and creating a powerful
survival strategy (see Appendix B for more details).

Chronus. Chronus [3] is a recent in-DRAM reactive mitigation
that relies on per row activation counters but introduces a JEDEC-
incompatible back-off protocol which keeps the ALERT signal as-
serted until all rows with counters more than or equal to A;pesh
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are mitigated. Since VERIPRAC aims to evaluate PRAC-based mitiga-
tions that follow JEDEC specifications, analyzing out-of-specification
designs such as Chronus falls outside of its scope.

Panopticon. Panopticon [1] is the first work that introduced per
row activation counters, and the JEDEC PRAC specifications are
inspired by this work. However, Panopticon does not specify a
clear back-off protocol for ALERTSs. Panopticon uses a fifoQ queu-
ing mechanism that we prove its insecurity in Theorem 6. Prior
work has also demonstrated the vulnerabilities of the Panopticon’s
queuing and counting mechanisms [25, 34].

Proactive mitigations in PRAC. Some prior PRAC-based de-
signs also incorporate proactive TRR mitigations, where every f
REFs a row with a high PRAC counter is mitigated. For example,
MOAT uses a TRR eligibility threshold of A;p.s;/2. These proactive
mechanisms are mainly introduced for performance, to reduce the
probability that benign applications reach A;.sn, while security is
primarily attributed to the reactive mitigations. We exclude proac-
tive mitigations in order to analyze the security of PRAC contracts
in isolation and to highlight the impact of their fundamental prop-
erties. This choice is also motivated by energy efficiency: a key
goal of PRAC is to avoid the overhead of proactive mitigations, so
that applications that never reach A5, incur no additional energy,
reliability, or performance cost. Finally, prior work already provides
a formal analysis of proactive mitigations [19].

8 Conclusion

In this work, we introduced formal contracts for PRAC mitigations
and their implementation, providing mathematically-proven secu-
rity bounds for the first time. We achieved this by formalizing PRAC
contracts that capture the key elements of a generic PRAC-based
mitigation. To calculate the security bounds for these contracts, we
constructed ECHOTRALIL, a theoretical attack structure that we prove
to be optimal in the reactive setting defined by PRAC. Using PRAC
contracts and their security bounds, we developed VERIPRAC, an
automatic contract verification tool that checks whether a given
implementation satisfies its intended PRAC contract. Applying
VERIPRAC to state-of-the-art PRAC mitigations revealed that they
all violate their intended contracts. In one extreme case, the identi-
fied attack reaches up to 7.5k activations on the aggressor, while
the contract’s intended bound is only 99.

Acknowledgments

We thank the anonymous reviewers and shepherd for their insight-
ful feedback, which improved the final version of this paper. We also
thank Michele Marazzi for his discussions and feedback on early
drafts of the paper. This work has been supported by the Zurich
Information Security and Privacy Center (ZISC) and the Swiss State
Secretariat for Education, Research and Innovation under contract
number MB22.00057 (ERC-StG PROMISE).

Ethical Considerations

Stakeholders. This paper analyzes the security of PRAC mitiga-
tions proposed for future DRAM devices to defend against Rowham-
mer attacks. Such attacks affect DRAM vendors, system manufac-
turers, end users, and security researchers who design and evaluate
Rowhammer defenses.
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Ethical analysis. The security analysis enabled by ECHOTRAIL
and VERIPRAC provides a formal tool to evaluate reactive, PRAC-
based mitigations before deployment. This benefits all stakeholders:
DRAM vendors can identify and eliminate flaws prior to production,
system manufacturers and end users gain strong guarantees in the
security of deployed DRAM devices, and security researchers obtain
a principled tool to reason about and verify their designs.

In principle, an attacker could also use EcHOTRAIL and VERIPRAC

to iteratively refine an attack and derive an optimal Rowhammer
strategy against a PRAC-enabled device. However, PRAC is not cur-
rently deployed in any commodity hardware, and all our analyses
are purely theoretical or simulation-based. Therefore, this work
poses no risk to existing systems or stakeholders.
Decision. Although VERIPRAC could assist attackers against future
PRAC deployments, we believe its benefits clearly outweigh its
risks. VERIPRAC enables vendors to rigorously analyze and validate
their mitigation implementations before deployment, helping to
identify weaknesses early and prevent flawed implementations
from reaching production hardware.

Open Science Policy

We have open-sourced our ECHOTRAIL and VERIPRAC tools through
Zenodo and our website to support the community and future
Rowhammer research by providing accessible and reusable tools
for formal, automated security analysis.

Generative Al usage

We used ChatGPT and Codex for lightweight writing and coding
assistance. All text and code were originally written by the authors,
and changes were manually reviewed, verified, and applied.
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Table 3: Summary of notations and symbols.

Notation Description

Contract notations and symbols (Section 4.1)

PRAC, A PRAC contract specified by ¢ elements

Q The queuing element of a PRAC contract

C The counting element of a PRAC contract

R The counter resetting element of a PRAC contract
Athresh ALERT threshold of a PRAC contract

AlertTrigger The ALERT trigger mechanism of a queuing element
AlertQ The queue type of a queuing mechanism

basic A basic counting element only counting ACT commands
complete A complete activation counting

onMitig A counter resetting on mitigations

coarse All counters resetting every tREFW + onMitig

fine Counter resetting every tREFI + onMitig

idealQ An ideal queuing type for AlertQ

priorityQ A priority queue with limited size for AlertQ

fifoQ A FIFO queue with limited size for AlertQ

fullTrigger An AlertTrigger when AlertQ is full

ge An AlertTrigger for counters > Aypocn

P A back-off protocol configuration

t_preM The time between the ALERT trigger and an RFM reception
preM The maximum number of possible ACTs during ¢_preM
\4 The number of rows mitigated per ALERT

postM The number of required ACTs after the ALERT’s RFMs

Rowhammer and security definitions (Section 4.2)

a(F) The precise, actual per-row activation count
h(o) The precise, actual per-row hammer count
p(7) The per-row counter tracked by a PRAC contract
Rinresh Rowhammer threshold required for a bit flip
F(Represh) The critical activation count level for a bit flip
S A Rowhammer attack sequence
Larack The activation budget for a Rowhammer attack

The universal set of all possible S attack sequences
A(S, M) The highest a(.) achieved by S against mitigation M
S*(M) The optimal attack sequence S against mitigation M
Amax(M) The highest a(.) achieved by the optimal attack against M

EcHOTRrRAIL and DRAM parameters (Section 5)

Fair () The effective #activations during the direct phase
Fsuro(.) The effective #activations for post-direct phases

Finair (\) The effective #activations during the indirect phase
Fdecoy(’) The effective #activations during the decoying phase

Ry The total number of rows participating in the attack
tREFI Refresh interval between two REFs

tREFW Refresh window

tRFM The execution time of the RFM command

tRC The time between two consecutive ACT commands
tABO_ACT The time between the ALERT trigger and the RFM reception
tA2A The time between two consecutive ALERTs
ECHOTRAIL/tV An EcHOTRAIL attack with ¢ duration and N decoy rows

A Additional Definitions and Proofs

Definition 10: Victim hammer count

A victim row  is considered hammered when one of its neigh-
boring aggressor rows, within the blast radius B, is activated.
These aggressor rows may be activated either explicitly via
the ACT command or implicitly through activations induced
by REF or RFM commands. We denote the hammer count of a
victim row as h(d). This count is reset whenever @ is refreshed
via REF, mitigated via RFM, or explicitly activated via ACT.
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Lemma 1: Priming phase for PRAC),

Priming (see Definition 8) of all rows except the target ag-
gressor row 7 is optimally performed outside a tREFW.

Proof. Note that p(7) does not reset across a tREFW in the speci-
fication of PRAC,,s.. We differentiate two different types of rows:
rows within the blast radius of the target aggressor 7 and rows
outside. Rows within the blast radius will not increase a(7) because
we prime them to Ay, — 1 which does not trigger a mitigation.
Therefore, there is no activation benefit performing the activations
after the start of the tREFW of the target aggressor row. Rows out-
side the blast radius have no effect on 7 and therefore also do not
have an activation benefit when activated inside the tREFW of the
target aggressor. However, the optimal decoying attack phase re-
quires that all activations raise ALERTS (see Lemma 3), so all decoy
rows must be primed. |

Lemma 2: Direct activations

Direct activations on a target aggressor row 7 are optimal to
increase a(7), but bounded by p(7) reaching Apyesn — 1.

Proof. a(7) increases whenever the row is activated, either directly
or through a triggered mitigation of another row within the blast
radius. For an implicit activation through the mitigation of an ad-
jacent row 7', Aynsh activations of 7 are required to trigger an
increase in a(F), resulting in a cost of Aypyesp - tRC + tRFM for each
increase in a(7).

For an explicit activation when p(7) > Appesn — 1, @ mitigation
is triggered, resulting in a(7) = 0 after the mitigation; thus, this
activation does not increase a(). In contrast, for a direct activation
when p(7) < Agnresh — 1, the cost is only tRC, which minimizes the
activation cost. O

Lemma 3: Symmetry and contiguity of the decoying phase

Once a decoying attack phase has started with a set of decoy
aggressors {dy, d, ..., dr,-1} and a target aggressor 7, it must
always activate the participating (unmitigated) rows with the
lowest activation count in every step without interruption in
order to be optimal.

Proof. The mitigation selects the rows with the highest activa-
tion counts at every mitigation step. Consider a single round of
activations

{di,da, ..., dn, T}

By the definition of the decoying attack (Definition 9), the invariant

p(dy) =z p(dz) 2 --- 2 p(dy) 2 p(7)
holds, with the initial state p(d;) = p(7) = Aippesh — 1, 1.€., all rows
are primed. Assume that we insert an additional activation to an
aggressor Z at an arbitrary position i:

(di,dy, ..., di,Z,dis1, ..., dn, T).

Per mitigation, the decoying attack preserves 3+€71 decoys. When

an activation is used for a non-decoy, one fewer decoy is preserved.
This increases the decay rate of the decoys, which must then be
regenerated using A;py.sn — 1+ N activations for N target-aggressor
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activations. The cost of one additional activation to Z is therefore
Athresh + N. Even if the priming occurs outside the tREFW, the cost
of the additional activation in round N is still N.

When z = 7, we have

p(F) > max

dp)) +1
doeqamax dN}(P( k)

at the end of the round, and 7 will be mitigated. This breaks Lemma 4
and concludes the attack prematurely.
When Z = d; for some decoy d;, we have

p(d) > max | (p(d0) +1

dice{dy,..dNI\{di
and d; will be mitigated immediately after its second appearance in
the same round. Since this decoy could also be mitigated without
the additional activation, the activation does not help the attack
progress and is wasted. U

Lemma 4: decoying attack phase end

In the final round of the decoying phase, the target aggressor
row 7 is selected for mitigation by the last ALERT, since
all decoys have already been mitigated. Therefore, the final
action within a tREFW is an activation (and mitigation) of
the target aggressor 7, which concludes the attack.

Proof. Assume, for contradiction, that an optimal decoying schedule
mitigates the target aggressor 7 at time Ty, but T; is not the last
useful timepoint within the tREFW of 7. Then there exists a later
timepoint T, with T} < T, and T, still within the same tREFW, at
which the attack can increase the maximum actual activation count
of 7 beyond the value achieved at T;.

However, the last ALERT of the decoying phase occurs only after
all decoys have been consumed. Hence, the row selected by this
ALERT is 7. The corresponding mitigation refreshes 7 and reset
a(F) in the current refresh window. Let a(7)7; denote the actual
activation count reached by 7 immediately before its mitigation.
After the mitigation at Tj, the current activation count of 7 is reset
to zero. Therefore, for any later timepoint T; in the same tREFW,

a(;) (TZ) < Amax (Tl ))

because activations after T; start from a reset state and cannot add
to the pre-mitigation count accumulated before T;.

Thus no operation after T; can increase the maximum actual
activation count for 7 beyond the value already achieved at the final
decoying activation. This contradicts the assumption that delaying
work past T; yields a better attack. Therefore, in an optimal schedule,
the final target-aggressor activation and its mitigation occur as the
last useful action within the tREFW of 7. |

Lemma 5: Optimal duration for direct + post-direct survival

The sequence of direct, indirect, and decoying phases must
occur in one tREFW to maximize a(#) and minimize £ gpqck —
a(F) activations.

Proof. Assume that an activation to 7 occurs outside the selected
tREFW. Then, by Definition 1, a(7) is reset to 0 once all neighbor-
ing rows are refreshed, regardless of any prior activations. Since
our goal is to maximize a(7), and all activations before the refresh
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are rendered ineffective, activation counts cannot be accumulated

across refresh-window boundaries. In other words, for two activa-

tion windows W; and W, separated by the end of a refresh window,

there is no activation sequence for which a(7) = a(F)w; + a(F)w, #

a(Pw,- O
Theorem 2: Optimal attack for PRAC ppiete

S*(PRAC complete) = EcuoTrar (V1) (Aihves=1) RO+

N
Where t, = tREFW — 8K - tRFC — (Agpyoss — 1) - tRC
ts — tABO_ACT
d == - .
and [N tA2A

Proof. Given the complete counting mechanism in PRAC copplere, We
cannot use any indirect attack, because we cannot increase a(7) for
the target aggressor row 7 without also increasing p(7). Therefore,
after the initial direct phase that sets p(7) to Aypesn — 1, our t; must
be spent only on decoying attacks. (]

Theorem 3: Optimal attack for PRAC “fine

tprime+tdi +tg
S* (PRACﬁne) — ECHOTRAIL;}”me irect ecoy

Where tyirect = (Ashresh = 1) - tRC,

. (ts—tREFI-tABO_ACT)-V max(tprime)
|N|—mm({ TAZA > | Aesn—1IRC | )

tprime = |N| . (Athresh - 1) - tRC,
tdecoy = AP 4 tABO_ACT

Proof. We first note that there is one refresh interval tREFI for a row
group of 8. For B = 1, this refresh mitigates 4 aggressors. However,
we can perform g—?g ~ 6.7 mitigations within the same time inter-
val. As a result, fine resetting does not interfere with any attack that
starts at the same time. In other words, because the fineresets and
refreshes are staggered, and we are faster at consuming the decoys,
this is not a limiting side-condition. However, within the tREFW of
any given decoy aggressor, which includes both priming and its use
in the decoying phase, we must fit both the direct activations and
the activations performed during decoying. Because the direct phase
provides the most useful activations per unit time, up to a maximum
of Ajpresh — 1 activations, the maximum available time (C2) for the
decoying phase is tREFW—tgjrect — 8K - tRFC— tREFL For the priming
phase (C1), we have max(tprime) = tREFW — 8K - tRFC — tREFI. For

the EcHOTRAIL instance, this results in three conditions:

max(tprime)

INI € ————— (C1)
(A[hresh - 1) - tRC
tdecoy < tREFW — tgirect — 8K - tRFC — tREFI (C2)
N| - tA2A
tdecoy = % + tABO_ACT (C3)

C1 follows from Lemma 3 and provides the upper bound on |N|
for the priming phase. We therefore must choose an optimal ||
that maximizes tgeco, under the aforementioned conditions. C3 is
the main condition that we aim to maximize within our bounds. C1

CCS ’26, November 15-19, 2026, The Hague, Netherlands

provides the first bound; from C2 N C3, we obtain the other one:

tA2A
laecoy = —,— min{Ny, Np} + tABO_ACT,

N, _ | (= tREFI— tABO_ACT) - v
' tA2A ’
Nz — \‘ max(tprime) J )
(Athresh - 1) - IRC

Equivalently, |N| = min{Ny, Nz}, where tprime = IN| - (Aspresh —
1) - tRC. d

This leads to the limiting element being either the priming phase
or the decoying phase, depending on A;p.s;. For example, Apresh >
64 results in the priming phase providing the upper bound, while
lower Aypyesy are limited by the decoying itself.

Theorem 4: Optimal attack for PRAC 045,
coarse) = ECHOTRAIL ~" . EcHOTRAIL N
S*(PRAC EcuoT jf}fF W=t EcuoT jf}fF W=re

where 11 = tgireer1 + tdecoyl> T2 = tdirect2 + tdecoy2,
ry + ry = tREFW — 8K - tRFC.

Proof. Intuitively, the problem is the same as PRAC ,pplere, but with
an additional all-counters reset within the window and limited prim-
ing. The problem therefore reduces to optimizing the placement of
this additional reset within the window.

Trivially, aligning the counters reset with the refresh of the target

row yields

(n+1) - (Apresh —1) - tRC+s

{REFW-8K - tRFC >
IRC-Appresh =1

EcHOTRAIL

i.e, S*(PRAC complete) With limited priming. However, because direct
activations are the most efficient, an unaligned reset allows the
attacker to perform 2 X (Aypesn — 1) activations if the counters reset
occurs between two direct phases. The optimal solution therefore
maximizes activations by Fgecoy(.) by constructing two ECHOTRAIL
sequences (i.e., parameters r; and rp). |

Theorem 5: Optimal attack for PRAC iority0

PRAC pyiorityo has the same optimal attack guarantees of the
PRACcomplcle5 S* (PRACpriorityQ) = S*(PRAccomplele)

= ECHOTRAILj\llNlﬂ)'(A’h””h_l)'mc”s,
where t; = tREFW — 8K - tRFC — (Aspresh — 1) + tRC,
t,— tABO_ACT
d N="—r0r—= "
and [N tAZA

Proof. We show that an idealQ queue and a priorityQ queue provide
the same maximum activation count for any activation history
between two mitigations, {Fy, 72, ..., 7, }. We note that a priorityQ
queue allows an attack to be paused: unlike an idealQ queue, it does
not automatically mitigate all rows with p(7) > Apyesn, but only
mitigates such a row when it is activated again and observed by
the queuing element.

However, for any sequence (1,72, . .., ) such that there exists a
row r € {ry,...,rp} with p(r) > Aypesh, the row with the maximum
p(r) in the sequence will be mitigated. As a result, a decoy d with
a(d) > a(F) is still required to protect the target aggressor row 7,
following the decoying attack.

While a decoying attack can be paused without losing any decoy,
no activation exists that increases a(#) more efficiently. If such an
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indirect attack existed and were more efficient than contiguous
decoying activations, it would already have been used during the
indirect phase. Moreover, because p(7) > Aypesn — 1 after the di-
rect phase, any access that increases p(7) requires continuing the
decoying attack. This proves the equivalence to the idealQ queue.
O

Theorem 6: Optimal attack for PRAC fullFifo
S* (PRACfullFifb) = ECHOTRAILSREFW—8K‘ tRFC

Proof. From Lemma 2, we know that direct activations in the
direct phase are the most efficient. For a fullFifo queue of length
|Q| > 1, activations to a single target aggressor row 7 do not trigger
a mitigation even when p(7) > Ajpyesn. This removes the bound in
Lemma 2 and makes activating the same row for the entire tREFW
optimal. O

B Additional Discussions on Multi-banks setup

When bank By triggers an ALERT, all banks (By to Bs;) receive RFMs
for mitigation. There are three possible ways for non-triggering
banks (banks B; to Bs;) to handle these RFMs:

e Lazy handling: the non-triggering banks do not perform any
mitigations;

e Passive opportunistic handling: all the non-triggering banks
mitigate the same row ID selected by the triggering bank, i.e.,
r = By.AlertQ.head;

o Active opportunistic handling: each non-triggering bank B;
individually chooses its own row for mitigation based on its
queuing mechanism, i.e., r; = B;.AlertQ.head, even if p(r;) <
Athresh-

Our analysis shows that active opportunistic mitigations are es-
sential for security. Without them, both lazy and passive oppor-
tunistic mechanisms provide attackers with a powerful survival
strategy, allowing them to raise A, (7) up to 196k, independent
of the Apsn level. For instance, an attacker can trigger back-to-
back ALERTs in banks other than the target bank and use the ACTs
between these ALERTS to repeatedly access the target aggressor,
which is never selected for mitigation because the selections are
made by other banks.
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