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Abstract

Security research on modern CPUs has raised numerous concerns
in recent years. These security issues stem from classic microarchi-
tectural optimizations designed decades ago, without consideration
for security. Stack pointer tracking, also known as the stack en-
gine in recent CPUs, is one such optimization. To investigate the
security implications of the stack engine, we reverse engineer its
operational details on a number of recent Intel and AMD CPUs for
the first time. Our results show the particular microarchitecture-
dependent behaviors of the stack engine, such as the conditions
under which it needs to synchronize the stack pointer values with
the backend. Using these results, we build three primitives called
Direct Underflow, Sync+Reload and Prime+Sync+Probe that en-
able information leakage through the stack engine under different
conditions. We use these primitives in the construction of various
covert and side-channel attacks, leaking sensitive patient records
from a widely-used JSON library as an example. Our mitigation
efforts reveal that recent AMD Zen 4 and Zen 5 CPUs include un-
documented chicken bits which allow enabling or disabling the
stack engine. Using these bits to disable the stack engine, we mea-
sure 3.98% and 3.94% slowdown using SPEC CPU2017 on Zen 4 and
Zen 5, respectively, prompting the need to consider more secure
designs for the stack engine in future CPUs which we also discuss.

CCS Concepts

« Security and privacy — Side-channel analysis and counter-
measures.
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1 Introduction

Security research on microarchitectural optimizations of commod-
ity CPUs has revealed an overwhelming number of security con-
cerns in recent years [7, 12, 13, 15, 16, 24, 28, 29, 31, 32, 34, 35, 37,
40, 41, 43, 44, 51, 53-56, 60, 61]. This body of work has shown that
many optimizations, originally designed decades ago, have unin-
tended security implications that lead to sensitive information leaks.
In this work, we analyze a classic microarchitectural optimization:
stack pointer tracking [8] which is also known as the stack engine in
recent CPUs. The insights from our reverse engineering on a wide
range of x86 CPUs from Intel and AMD enable us to build novel
primitives to leak sensitive information from the stack engine in a
variety of scenarios.

Stack engine. Many architectures rely on the stack for calling
conventions. In x86, stack-specific instructions, such as push, pop,
call, and ret, enable compilers to pass arguments and manage
subroutines. The stack also serves as a scratch space for register
spills. The RSP register always holds the current top of the stack.
Any push/pop translates to two implicit operations: (1) RSP up-
date (increment in case of pop and decrement in case of push),
and (2) a store/load operation at the address in the RSP. This im-
plementation creates a chain of data dependencies among stack
operations: all stack operations must update and use the latest RSP
value. Stack pointer tracking is a widely used frontend optimization
that resolves these dependencies after instruction decode [8]. This
optimization tracks the RSP offset (referred to as ARSP) that is used
to (1) perform the RSP updates in the frontend so that fewer opera-
tions are dispatched to the backend, and (2) update the store/load
operations with the tracked ARSP. This allows stack operations to
execute independently in the backend and consequently increases
the instruction-level parallelism. Modern CPUs from AMD and Intel
implement similar mechanisms, known as the stack engine [2, 27].
Reverse engineering the stack engine. Given that many mi-
croarchitectural optimizations have been shown to leak sensitive
information [31, 37], an important question arises: can an attacker
exploit the stack engine to leak information in security-sensitive se-
tups? To address this, we conduct a detailed reverse engineering
of the stack engine to uncover its mechanics and internal states in
the latest AMD and Intel CPUs. To the best of our knowledge, this
is the first reverse engineering of the stack engine. Our findings
confirm that all recent AMD and Intel CPUs, including AMD Zen 5
and Intel Alder Lake, implement a stack engine. We observe that the
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stack engine dispatches an additional ALU operation under specific
conditions. First, different CPUs support different maximum ARSP
for their tracking. When this depth is exceeded (ARSP overflow), the
stack engine triggers a synchronization that behaves like an ALU
operation. Second, operations not supported by the stack engine
(e.g., an or on the RSP) also cause a synchronization, but only if
ARSP is nonzero. In other words, unsupported stack operations do
not trigger a synchronization when ARSP is zero.

Leakage primitives from the stack engine. Once we know how
the stack engine works in different CPUs, we aim to build reliable
primitives to trigger and observe the stack engine’s additional op-
erations. First, we develop three primitives that trigger additional
operations caused by the stack engine. (1) Direct Underflow primi-
tive exploits the cases where a deep call stack (based on each CPU’s
maximum supported depth) triggers an additional operation upon
overflow. (2) Sync+Reload exploits the fact that unsupported stack
operations dispatch an additional operation only if the ARSP up-
dates are unbalanced (i.e., ARSP is nonzero). While the last two
primitives work on most CPUs, we need a more general primitive
for modern CPU architectures like AMD Zen 5. These CPUs track
a large ARSP where direct overflows occur rarely and, in addition,
they unconditionally dispatch additional operations upon unsup-
ported stack operations. (3) Prime+Sync+Probe primes ARSP to a
specific value and selectively increases it to test whether an over-
flow occurs. This later enables us to observe a victim’s execution
that has variable stack depths depending on a secret value in the
probe phase.

Stack engine exploitation. Using our stack engine primitives, we
first build two covert channels under same-thread and cross-thread
leakage models. In a same-thread leakage model, where attacker
and victim run within the same process, additional operations can
be observed using performance counters. Our channel achieves a
leakage rate of 3kB/s with negligible error, and 48 kB/s with an
error rate of 25%. However, observing these additional operations
across Simultaneous Multithreading (SMT) cores is more challeng-
ing. Prior port contention techniques [3, 23] could, in theory, detect
such operations. However, these methods rely on dependent instruc-
tions issued to a single execution port with multi-cycle latencies.
In contrast, the additional operations dispatched by the stack en-
gine are independent, complete in a single cycle, and can be issued
across multiple ports, like a simple add. As a result, prior techniques
produce weak and indistinguishable signals. We devise a new port
contention technique that enables precise observability of the stack
engine operations using a new dispatch alignment technique. Our
cross-thread covert channel achieves 12.5 kbit/s with an error rate
of 2%. We further demonstrate a highly reliable side channel attack
against ¢JSON [19], a widely-used JSON parsing library. Our attack
leaks the structure of the parsed data and ultimately extracts sen-
sitive information, distinguishing patients based on their medical
records with an accuracy of 100%.

Our mitigation efforts reveal an interesting finding: AMD Zen 4
and Zen 5 CPUs include undocumented chicken bits that enable or
disable the stack engine. We confirm this using our reverse engi-
neering microbenchmarks. Disabling the stack engine introduces
a performance overhead of 3.98% on Zen 4 and 3.94% on Zen 5,
measured using the SPEC CPU2017 [48] benchmark. This prompts
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the design of secure stack engine architectures in the future which
we also discuss.
Contributions. The main contributions of this work are as follows:

e We provide a detailed reverse engineering of the stack engine
for recent AMD and Intel CPUs, uncovering its mechanics and
internal operations across different microarchitectures;

e We identify a set of stack engine primitives that allow us to
observe stack operations across various security boundaries;

o We present a set of covert channel and side channel attacks for
same-thread and cross-thread leakage models. We demonstrate
a side channel attack on a widely used JSON parsing library,
leaking sensitive information about parsed data records such
as patients’ data;

e We uncover undocumented chicken bits in recent AMD CPUs
to disable the stack engine. This allows us to both analyze the
performance benefits of the stack engine and to mitigate our
attacks.

Responsible disclosure. We disclosed our findings and the result-
ing security implications of the stack engine to both AMD and Intel.
Neither vendor requested an embargo. AMD has released a security
brief in response to our disclosure, noting that this potential vul-
nerability is mitigated by using constant-time code when handling
secret data [5]. Intel similarly recommends following their Data
Operand Independent Timing guidance when writing constant-
time code [26]. You can find additional information, including the
source code for our experiments and attacks, at the following link:
https://comsec.ethz.ch/stackengine

2 Background

We provide the necessary background on high-level CPU archi-
tecture (Section 2.1), stack management in software (Section 2.2),
and microarchitectural optimizations for stack management (Sec-
tion 2.3).

2.1 CPU architecture

In this work, we focus on the x86 CPU architecture from dispatch
to integer execution units as shown in Figure 1. The frontend uses
(x86)-decoders to convert opcode sequences into operations that
are easier to handle than the variable-length x86 sequences. The
resulting operations are referred to as Macro Op (MOP). Once de-
coded, the opcache holds MOPs until they are evicted. Optimally,
instructions are only decoded once and all subsequent executions
of the same code require only opcache lookups. A dispatch stage
selects operations and dispatches them to scheduler(s), breaking
them into smaller operations referred to as micro ops (uops).

A scheduler provides out-of-order functionality. It tracks depen-
dencies and issues! the oldest uops that are ready to the execution
ports, each of which connects to one or more execution units. In
workloads with many execution dependencies, the scheduler fills
up faster (from dispatch) than it can drain by issuing operations.
As a result, dispatch must stall, reducing performance. It is there-
fore desirable to minimize execution dependencies on out-of-order
schedulers.

1Our definition is based on the AMD terminology [2]. Intel uses the reverse terminology
for dispatch and issue [27].
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Figure 1: A generic architecture overview. A frontend (blue)
dispatches operations from an Op Queue to the backend (or-
ange) where a scheduler issues operations to execution ports.

2.2 Stack management

The benefits of out-of-order execution dwindle when the operations
carry data dependencies. Therefore, compilers optimize code to uti-
lize instruction-level parallelism whenever possible. However, some
elements of the x86 architecture are notoriously hard to parallelize.
In particular, many computer architectures, including x86, rely on
a stack to pass arguments or as a scratch space when registers
are needed for other calculations (i.e., registers are spilled to the
stack). On x86, the stack additionally stores the return address of a
function call. RSP or the Stack Pointer is a special register in x86
that holds the current top of the stack. The stack acts as a Last In
First Out (LIFO) structure that is at the same time mapped into the
memory address space and therefore also enables direct indexing.
This leads to two distinct types of stack usage.
(1) Push/Pop. Traditionally, x86 uses push and pop instructions to
insert into and remove from the stack. This requires dispatching two
operations. For push, the stack pointer is decremented, followed
by a write at RSP. For pop, the value at RSP is read, followed by
an increment on the RSP. This method enables idiomatic variably-
sized stacks at the cost of 2 uops®. call and ret instructions have
similar semantics as push and pop instructions but they include an
additional jump uop.
(2) Stack frame. Instead of changing RSP for every value stored
and retrieved, a compiler may reserve a larger region of memory to
directly index. This is used for stack-local variables, in particular,
when the working set of a function does not fit into the registers. To
provide uniform access to parameters and locally defined variables,
the compiler first subtracts the size of the required storage space
from RSP and then writes to addresses relative to RSP with a con-
stant offset for any entry. To unwind, RSP is either incremented or
overwritten by a value previously stored in the RBP register (i.e., the
Base Pointer of the current stack frame). This reduces the number
of operations to one uop per value saved, plus one setup instruction.
In out-of-order CPUs, stack frames can provide notable per-
formance improvements compared to push and pop instructions.
push and pop read and modify the RSP, resulting in an execution
dependency on every instruction. Using stack frames reduces the
dependency to just one operation, enabling parallel execution of
multiple store and load operations. Despite the apparent drawbacks
of push and pop, they are still used by default due to two main

?Depending on the implementation, the address calculation and store are 2 distinct
operations for a total of 3 uops.
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reasons. First, push and pop encode into fewer bytes than a mov
with a memory reference, reducing code size and instruction cache
use. Second, and perhaps more importantly, their drawbacks made
them an early target of optimizations which we discuss next.

2.3 Stack pointer tracking

Given the prevalence of push and pop instructions and their depen-
dency-bound execution time, it is beneficial to resolve and eliminate
their dependencies in the frontend before dispatching the uops to
the backend for execution [8].

In a typical application binary interface (ABI), applying an offset
from a register to the stack pointer is generally avoided [39]. push
and pop satisfy this as they perform subtraction/addition opera-
tions on the RSP with a fixed immediate. These operations are also
typically balanced: when a scope or call frame ends, the RSP points
to the same location as when it entered. Memory accesses to stack
locations typically are constant-value relative to the stack pointer,
e.g.mov rax, [rsp + 0x8], or the frame base pointer (RBP). In
x86, this relative offset (0x8) is called displacement.

Given that both the modifications and the reads of RSP depend
only on an immediate and the RSP itself, Bekerman et al. [8] pro-
pose a stack pointer tracking technique that, instead of emitting
expensive backend updates, tracks an immediate offset value in the
frontend which is used to add to or subtract from the displacements
of subsequent operations before the dispatch. For operations that
require backend resources (e.g., adding a register value to RSP),
or complex operations like 3-operand lea that are expensive to
implement in the frontend, the tracked ARSP needs to be synced
back to the backend. The sync operation applies the current tracked
offset to the backend RSP value, ensuring that the next operation
operates on the architectural value of RSP. Because the sync opera-
tions are relatively rare in commodity code, frequent updates (and,
in turn, execution dependencies) of the RSP could be avoided. This
optimization was first implemented in the Pentium M microproces-
sor [21], and both Intel and AMD mention a stack engine in their
software optimization manuals [2, 27]. Agner Fog’s optimization
manual [18] discusses the original implementation in additional
detail. We provide a concrete example of the stack pointer tracking
mechanism and its benefits, based on the strtok_r function in
glibc 2.35 [20], shown in Listing 1.

Traditional push/pop tracking. Most modern microarchitectures
support stack pointer tracking for push and pop. The operations
of push (usually, 1 ALU operation for subtraction and 1 store) get
optimized into performing the ALU operation in the frontend, leav-
ing only a single, independent store for the backend. Therefore, all
push operations in this example are independent and performance
is bound only by the dispatch width and store ports. However, the
sub rsp, immis not supported in most architectures, and would
hence require performing a sync operation that applies the offset
tracked in the frontend (dRSP in Listing 1) to the backend. The same
applies at the end of the stack frame, where the add introduces a
dependency, but the pop operations are optimized again.

Extended immediate-based tracking. Our analysis over a wide
range of architectures, discussed in Section 5, shows that immediate-
based updates of the RSP are only supported in rather recent archi-
tectures, such as AMD Zen 5 and Intel Golden Cove. This feature
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push r13 ; dRSP -= 8; mov [Brsp + dRSP], ri3
mov r13, rdx ;

push ri12 ; dRSP -= 8; mov [Brsp + dRSP], ri2
mov r12, rsi ;

push rbp ; dRSP -= 8; mov [Brsp + dRSP], rbp
push rbx ; dRSP -= 8; mov [Brsp + dRSP], rbx
mov rbx, rdi ;

sub rsp, 8 ; dRSP -= 8;

//...

add rsp, 8 ; dRSP += 8;

mov rax, rbp ;

pop rbx ; mov rbx, [Brsp + dRSP]; dRSP += 8
pop rbp ; mov rbp, [Brsp + dRSP]; dRSP += 8
pop ri2 ; mov r12, [Brsp + dRSP]; dRSP += 8
pop ri3 ; mov r13, [Brsp + dRSP]; dRSP += 8
ret ; mov rip, [Brsp + dRSP]; dRSP += 8

Listing 1: strtok_r preamble and epilogue code (glibc 2.35).
Stack pointer tracking offloads the changes on RSP to a fron-
tend register, enabling ILP on the memory operations.

fills the gap of stack pointer tracking in the traditional implemen-
tations by supporting immediate-based tracking on add rsp, imm
and sub rsp, imm, which generalizes the special case of an 8-byte
change from push and pop. This enables the stack pointer tracker
to handle an entire stack frame without execution dependency, sav-
ing on both operations dispatched and scheduler slots. As a result,
tracking continues through most function call chains, making the
ARSP a potentially long-living value.

3 Motivation and Overview

As we described in Section 2.3, the stack engine must hold a state
to keep track of the current ARSP offset. Any stateful hardware
component bears a potential security risk, either through leaking
secrets from a prior victim execution or through carrying attacker-
controlled state into a victim execution. To better understand the
security implications of the stack pointer tracking, we first have to
find out how the stack engine operates internally in existing CPUs:

Challenge 1: Reverse engineering

How does the stack engine work and which signals does it

emit? — Section 5

The stack engine is not described in detail in the published archi-
tecture manuals. Reverse engineering this particular microarchitec-
tural component is a challenging task due to its nimble nature: by
design, the stack engine is only affected by the instruction stream
and itself. As a result, we cannot use typical runtime-dependent
values to analyze the stack engine, but must produce x86 code on
the fly. By carefully crafting particular instructions, we find the
depth and conditions under which the stack engine operates and
synchronizes with the backend on various Intel and AMD microar-
chitectures. Our next challenge is building attack primitives using
these findings:

Challenge 2: Primitives

Which primitives can we craft using the signals created by the

stack engine to transmit information? .
— Section 6
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Using the insights from our reverse engineering, we design three
primitives that enable information to be leaked from the stack
engine under different microarchitectural conditions. In particular,
our Sync+Reload primitive allows us to find balanced sequences of
push and pop instructions in different security domains, and our
Prime+Sync+Probe primitive enables us to observe the state of the
stack engine even in microarchitectures that feature a very large
ARSP. Our next challenge revolves around showing exploitation
using these primitives:

Challenge 3: Exploitation

How can we use the primitives to leak information in different

& .
scenarios? — Sections 7 and 8

As a first step, we show how to transmit information between two
functions that architecturally cannot communicate (i.e., a covert
channel), and in a second step, we aim to leak information from
a non-cooperating function (i.e., a side channel). We demonstrate
that a side channel leaking stack depth enables attackers to observe
results based on a current or previous operation that depends on
the stack depth, without relying on cache attacks. Our stack engine
attack on a JSON parsing library and a protobuf implementation
leaks the structure of the contained data, compromising sensitive
information like distinguishing patients based on the structure of
their medical records.

4 Threat Model

We assume a system with programs that are free of software vul-
nerabilities. The aim of the attacker is to exploit the stack engine
to enable unauthorized communication (i.e., the covert-channel
scenario) or leak sensitive information from the target programs
(i.e., the side-channel scenario). While covert channels enable char-
acterizing the leakage rate of a new channel, the more interesting
scenario is the side channel. We assume an unprivileged attacker
aiming to leak sensitive data from a victim process. In our example,
the victim uses in-process isolation (e.g., protection keys [52]) and
performs secret-dependent stack operations, which we show can
leak via the stack engine. In-process isolation is well-suited for
Function as a Service (FaaS), where customers run code (i.e., func-
tions) without managing servers [47]. The cloud provider handles
hosting, serving, and scaling. Current FaaS systems rely on process
or VM isolation, incurring significant overhead. Recent proposals
reduce this overhead by using in-process isolation between tenants
instead [33, 36, 62].

5 Reverse Engineering the Stack Engine

We provide a detailed reverse engineering of the stack engine in
modern x86 CPUs from Intel and AMD. Table 1 shows the details
of the CPUs that we analyze. We evaluate all AMD Zen generation
CPUs (from Zen 1 to the most recent release of Zen 5), and four
Intel CPUs including Sandy Bridge, Kaby Lake, and Alder Lake P-
and E-Core CPUs. Given the available documentation in software
optimization guides [2, 27], we know that the stack engine supports
(tracks) implicit RSP modifications (push, pop, call, ret) in all the
aforementioned CPUs, and these RSP modifications are used when
calculating displacements on stack uops. Additionally, unsupported
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Table 1: CPUs investigated from Intel and AMD.

Microarch. ‘ Name Model Year
SNB Sandy Bridge  E5-2609 2011
KBL Kaby Lake i7-7700 2016
ADL GLC | Alder Lake (P) 17-12700K 2021
ADL GRT | Alder Lake (E) 17-12700K 2021
Zen 1 Summit Ridge  1600X 2017
Zen 2 Matisse 3600X 2019
Zen 3 Milan 7413 2021
Zen 4 Phoenix 7840U 2023
Zen 5 Granite Ridge  9900X 2024

uops trigger a sync when ARSP is nonzero. Interestingly, we validate
that the recent AMD Zen 5 CPU supports explicit RSP modifications
like add and sub uops on the RSP, and find that Intel Alder Lake
and later also support a similar scheme.

Briefly, we aim to answer the following questions in this section:

(1) Do push and pop instructions create an observable frontend
bottleneck due to stack engine’s uops? (Section 5.1)

(2) How do different microarchitectures handle unsupported
stack uops? (Section 5.2)

(3) How do different microarchitectures implement the sync
uops? (Section 5.3)

(4) What is the stack depth that different microarchitectures
support? (Section 5.4)

(5) How do different microarchitectures differ in the stack oper-
ations that they support? (Section 5.5)

(6) Where in the pipeline does the stack engine modify the in-
struction stream? (Section 5.6)

(7) How does the stack pointer tracking interact with specula-
tion? (Section 5.7)

Answering these questions allows us to create a model of the
stack engine for different CPUs (Section 5.8). We use this model and
our reverse engineering results to study the security implications of
stack engine in the subsequent sections. For the experiments in this
section, we rely on performance monitor counters (PMCs) to gain
insights about the implementation details of the stack engine. Using
these insights, we later use the unprivileged rdpru instruction for
our leak primitives, as we discuss in Section 6.

5.1 Stack engine uops in the frontend

We want to see if the stack engine provides a similar performance
for push and pop instructions as stack frames (as described in Sec-
tion 2) or if there still remains a bottleneck. Specifically, since the
frontend is now performing the stack pointer offset calculations,
are there any observable contentions that we can exploit?

We test the throughput of stack engine-enabled instructions by
comparing the throughput of push to the throughput of a store
to the same memory address, but relative to a different register
(r10). If there was a bottleneck on the frontend calculations, the
version using push would perform worse than the implementation
using stack frames (cf. Section 2). We show the results in Figure 2,
highlighting no significant change in execution time on any of the
tested microarchitectures.
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Figure 2: Cycles per iteration when filling the dispatch win-
dow with varying fractions of stores and stack pushes in
different microarchitectures. push does not slow execution
compared to a relative store on all tested microarchitectures.

for r in 0..8
mov r8, rsp; save the RSP
iterate

push rax; Decrease the RSP
.rep r:

or rsp, rsp

mov rsp, r8 ; Restore the RSP

Listing 2: Testing the number of sync uops: the first or must
sync: x86’s or sets the parity flag. However, subsequent ors
may not dispatch if a ARSP of zero avoids additional uops.

Observation 1: push/pop throughput

The stack engine rewrite capacity matches or exceeds the back-

end memory uop capacity. — Section 5.1

This observation shows that we cannot leak information from the
stack engine in the frontend directly.

5.2 Handling unsupported uops

Not all uops are supported by the stack engine. In particular, the
frontend cannot support all possible uops applied to RSP such as
stack alignment (and) or stack switching (e.g., due to a context
switch) on all tested microarchitectures. In uops that are not sup-
ported but read the RSP, the ARSP must be applied (added) to RSP
to ensure correctness before the uop. An optimization opportunity
is that once ARSP is zero, no further syncing is required [2, 27].

We test these cases using the code in Listing 2. Note that the
choice of uop does not matter as long as it is an uop that is not
supported by the stack engine and references the RSP either as
source or destination register.

The results in Figure 3 indicate that microarchitectures across
both Intel and AMD dispatch an additional uop on the first modifi-
cation, but subsequent uops do not incur a penalty. This is visible
as a bend after handling 1 unsupported uop, where all architectures
except Zen 5 dispatch one additional uop (the or) per iteration. How-
ever, the first uop needs to apply the offset first. Zen 5 is a notable
exception to this rule: each of the or instructions are dispatched as
2 uops. This indicates that, contrary to the documentation [2], the
stack pointer tracking does not turn off if ARSP is 0, but continues
dispatching a sync uop (now simply an addition by zero). While
this is a surprising change compared to Zen 4, it aligns with other
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Figure 3: Reset uops across different microarchitectures. Each
additional modifying instruction increases the number of
uops by one. However, going from no modifying to one uop
adds an additional uvop. ADL GLC and Zen 1 miss this extra
step and Zen 5 unconditionally dispatches 2 uops per step.

design choices of Zen 5 that remove special-case optimizations
and rely on the wide dispatch to handle these cases instead [42].
Additionally, this indiscriminate dispatch implies that we cannot
detect if a sequence left ARSP with an offset on Zen 5. Golden Cove
and Zen 1 do not even exhibit a single additional uop. We believe
this to be a performance counter bug as the uop is counted on Zen 2
and Gracemont.

Observation 2: Unsupported uops

Unsupported uops on ARSP trigger a sync uop dispatch before
dispatching the uop itself. All architectures except Zen 5 elide
dispatching an additional uop if ARSP is 0.

— Section 5.2

As aresult, we can observe if the current state of the stack engine
is active on most architectures, excluding Golden Cove and Zen 1
due to performance counter inaccuracies, and Zen 5 due to the
unconditional sync uop.

5.3 The execution of the sync uop

To see the additional sync uop, discussed in Section 5.2, from an-
other thread, we must know which specific resource this uop exe-
cutes on. Based on existing documentation and the original paper
described in Section 2, the logical conclusion would be for the sync
uop to add the current ARSP to the backend RSP register, i.e., an
add RSP, dRSP. We test this by observing port-based performance
counters on architectures that support them. For the Zen architec-
tures and Intel efficiency cores, however, the port-based counters
are not supported. We handle these cases as follows using the code
in Listing 3, summarized in Table 2:

Zen 1 to Zen 4. These microarchitectures have split schedulers
per execution port (or groups of two execution ports), where each
scheduler can only accept a single uop per dispatch. When an
uop does not fit into a scheduler, dispatch aborts and continues
dispatching in the next cycle. This increases execution time that is
observable with precise counters. Due to the execution dependency
between the push and the or instruction, the code in Listing 3
executes in at least 2 cycles. When inserting additional ALU uops
between the push and or (fi11(NUM, ALU_OP); in Listing 3), we
see that we can fit at most 2 independent ALU uops before an
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push rax ; decrease the RSP
fill1(NUM, ALU_OP) ; fill ALU ports
or r9, rsp ; trigger RSP sync

Listing 3: Assembly to test the type of sync uop. We expect 1
(or) + NUM (fill) ALU uops if the sync does not issue to the
ALUs, and an additional uop otherwise.

Table 2: Observing sync uops in different microarchitectures
using the code in Listing 3.

Microarch. ‘ Method Result

SNB /KBL | PMC 2 uops on ports P015(6)
ADL GLC | PMC 2 uops on ports P0156,10*
ADL GRT | EXcap Same execution time up to NUM=3

Zen 1 EX cap Same execution time up to NUM=2
Zen 2 EX cap Same execution time up to NUM=2
Zen3 EX cap Same execution time up to NUM=2
Zen 4 EX cap Same execution time up to NUM=2
Zen 5 EX cap Same effect as an ALU uop

*: Only if not in the same dispatch window

additional delay in the execution time due to overcommitting the
dispatch window.

Zen 5. Zen 5 has a unified scheduler and does not stall even when
dispatching 8 uops in the same window. Therefore, we simply com-
pare the backend stalls induced by overcommitting ALU uops to
the stalls induced by the stack engine. The results show that the
stack engine stalls behave identically to ALU uops and therefore
execute on the same ports. We can confirm this by observing a
matching number of ALU-token and backend-token stalls when
either dispatching an or r9, rsp or two independent ALU uops.

Observation 3: Sync uop type

Sync uops dispatch as ALU uops indistinguishable from an add

to RSP and issue to an ALU port. — s Section 5.3

Because the uop executes as an additional uop on any suitable ALU
port, they become observable by an SMT thread contending the
same resources.

5.4 The depth of the stack engine

We want to understand when ARSP over- or underflows in the stack
engine since this must trigger a sync uop, similar to when RSP is
used as either a source or destination register. That is, when ARSP
is continuously increased (overflow) or decreased (underflow), the
ARSP must not simply wrap, but apply the offset to the backend. We
therefore test the number of stack pointer increasing or decreasing
uops dispatched before the offset is applied in the backend. We run
the code shown in Listing 4 and compare the theoretically executed
number of instructions with the observed number of dispatched
uops according to performance counters in Figure 4. If the number
of dispatched ops increases over the theoretically calculated value,
we have found a synchronization point where the stack engine
inserts a flushing sync uop into the dispatch window to avoid
overflow. By only looking at the unexpected uops, we will see a
staircase pattern where each step indicates the number of sync
uops required for the given number of dispatched ARSP-modifying
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Figure 4: Testing the depth of the stack engine in different microarchitectures using pushes of 8 bytes. The y-axis denotes
unexpected (additional) uops according to performance counters. Due to performance counter inaccuracies, Intel CPUs exhibit
a jitter within a window of 6 ops. We mark the upper bound of the stack pointer tracker; some cores issue a sync earlier if
resources are available (e.g. Kaby Lake syncs after 27 pushes). Zen 3 and 4 resulted in identical measurements.

xor rsp, @ ; Reset the tracking
iterate
push rax

Listing 4: Decrease stack pointer until ARSP overflows.

uops. We show that all tested microarchitectures exhibit a staircase
pattern, although the step width varies across microarchitectures.
The oldest architectures in our tests (Sandy Bridge and Kaby Lake)
only support a tracking of 32 uops. Zen 1, Zen 3 and Zen 4 all
dispatch the sync uop after around 128 pushes, with Zen 2 exhibiting
an outlier behavior at just 96 uops. Zen 5 and the Alder Lake Golden
Cove CPU track a relatively high 8192 and 540 pushes, respectively.
In contrast to the performance core, the Alder Lake efficiency core
dispatches a sync uop after every 56 uops.

Zen 5 differs from the other tested microarchitectures by issuing
2 additional uops per sync uop. We attribute the high jitter in the
results of the Intel machines to the performance counter inaccura-
cies. Notably, the counter value swing of 5 uops on Golden Cove
aligns with the dispatch- and retirement window size, poisoning
the measurements.

Observation 4: ARSP size
The ARSP size varies across microarchitectures, but all microar-
chitectures issue additional ops on ARSP overflow.
— Section 5.4

This indicates that all CPUs have stack-depth sensitive behavior.
Knowing the stack depth which triggers the sync uop in different
CPUs enables new leakage primitives as we discuss in Section 6.

5.5 Support for add/sub instructions

Any function that uses local variables in the stack will reserve a
stack frame with sub rsp, imm.If this sub results in a sync uop, it
would not be possible to leak information across a generic call stack.
We design a simple test to check if the stack engine in different

microarchitectures support RSP add/sub with an immediate by
measuring if these instructions issue a sync uop. This is documented
in the AMD manuals [2] for Zen 5, but Intel does not disclose
whether their stack engine supports add/sub instructions. We find
that add/sub is not supported on any AMD microarchitectures
prior to Zen 5. On Intel, we see that the stack engine on the recent
Golden Cove microarchitecture also supports add/sub instructions.
Based on our results, Golden Cove has a 12-bit tracking register,
supporting adds of up to 10bit. The add/sub exhibits the same
depth as we observe in Section 5.4 (a maximum of +65535/-65536)
tracked with increments of at most 12 bits on Zen 5.

Observation 5: add/sub RSP
Recent CPUs (Zen 5, Golden Cove) support add/sub immediate
operations on the RSP, eliding sync uops for common stack
frames.

— Section 5.5

Supporting add/sub reduces the syncing rate, allowing the stack
engine to track a longer window and further reduce the number
of executing uops. However, this also keeps offsets contained in
the ARSP alive for longer, carrying potentially secret values across
deeper call stacks.

5.6 Location of stack engine

The stack engine likely acts during dispatch, inserting or filtering
sync uops into or from the uop stream. We believe that the perfor-
mance counters count uops at dispatch based on the source selection
for the current cycle which does not accurately reflect whether a
uop is actually contained in the uop cache. This is supported by the
statement in the optimization manual that uop cache and decoders
are mutually exclusive per cycle [2]. We verified this by observing
that our side channel also works when only considering the ops
supplied by the uop cache, as well as by disabling the opcache,
which did not prevent the attack from working. Additionally, we
do not observe opcache invalidation when calling with different
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Figure 5: Overview of the observed stack engine mechanisms.
A ARSP register tracks the current offset 3. Supported uops
on RSP calculate a new offset 2. On overflow, an additional
operation dispatches to sync the architectural RSP 3. If nec-
essary, ARSP is added to the displacement field of dispatched
uops @. After each cycle, the ARSP register is updated 5.

ARSP offsets. Thus, we confirm that the stack engine operations
are inserted after Decode and before Execute on all investigated
architectures.

Observation 6: Location
The stack engine is located at Dispatch. Its behavior is indepen-
dent of opcache and it does not invalidate opcache entries.
— Section 5.6

5.7 Stack engine under speculation

The stack engine is not predictive in nature and as such does not
open up new transient execution windows. However, it might still
leak information under speculation. We have analyzed two main
scenarios. First, we checked whether the stack engine offset is reset
when the CPU corrects a branch misprediction. We find that the
offset is reset to zero on Zen 3-4 while Zen 5 appears to retain
an offset. We were not able to conclusively determine the effect
on the other architectures due to excessive noise introduced by
the misspeculation. Second, we aimed to detect stack engine sync
operations that occur only on the speculative path that are later
squashed. Using PMCs, we confirm that sync operations are indeed
also observable under transient execution on Zen 3-5. An attacker
might theoretically combine this behavior with a classic indirect
branch target injection to build a call-depth disclosure gadget in a
cross-thread attack. However, we note that such an attack would
only slightly expand the capabilities of a cross-thread attacker.

Observation 7: Speculation

The stack engine does not introduce new speculation primi-
tives. Sync operations can be dispatched speculatively and are
squashed when mispredicted.

— Section 5.7
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Table 3: Experimentally observed properties of the stack
engine in different architectures

Architecture | Capacity SAY; SCP“:t(l; Sync on add
SNB/KBL 32 O ([
ADLe 56 O (]
ADL p 540 O ©
Zen1 128 @) ([ J
Zen 2 9% @) ([ ]
Zen 3/4 128 O ([ J
Zen 5 8192 o ©

O : No, 0. Yes, ()] : partially (>10bit in ADL p and >12bit in Zen5)

5.8 Summary of the experiments

We show a schematic overview of the stack engine on Zen 5 in
Figure 5. Other microarchitectures (except Golden Cove) do not
support the immediate add component, and dispatch width, ARSP
size and other details may differ. All microarchitectures feature
a ARSP register @ and a stack engine logic @ in the frontend.
Whenever ARSP overflows or is close to overflowing, or when an
unsupported uop accesses RSP, it syncs by applying the ARSP into
an add rsp, immuop before dispatching the current uop @ . When
a supported instruction referencing RSP is seen, the current ARSP is
embedded into the displacement field of the instruction @ . Only the
last instruction in each dispatch window updates the architectural
ARSP ® .

We list the details of the stack engine in each architecture in
Table 3. Even though a stack engine exists on all tested microarchi-
tectures, the implementations vary, sometimes even in the same
family of CPUs. Older implementations are particularly tuned for
32-bit ABIs, where push and pop are used for argument passing.
Evolutionary CPUs increase the tracked depth, but the prevalence
of add and sub on the RSP make larger tracking sizes feasible only
when also supporting complete stack frames. While this optimiza-
tion reduces execution dependencies, it also encodes information
about the control flow in a stateful, hidden register in the stack
engine. We discuss how we can build leakage primitives from the
information that we uncovered in Section 6.

5.9 Stack engine in other architectures

RISC architectures with fixed-size instructions avoid single-value
stack pointer updates in their ISA and thus lack a stack engine.

ARMV7 (32-bit) uses special register-saving routines aliasing
to push (Store Multiple, STM), which take a register bitfield and
preserve a fixed order. This reduces inter-instruction dependencies,
eliminating the need for stack pointer tracking.

ARMVS (64-bit) uses load/store pair instructions (1dp/stp) for
stack operations. Typically, a pre-decrement store (e.g., stp x29,
x30, [sp, -481!)adjusts sp before writing to it. Subsequent stores
use sp-relative offsets, removing the need for a stack engine.

RISC-V follows the stack frame convention: sp is decremented
at frame start, and accesses are made relative to sp. We exam-
ined BOOM [65] and XiangShan [59], two popular OoO RISC-V
cores—neither employs a stack engine.
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void fn(int input) {
if (input) {

rbp = rsp;

/7 ...

rsp = rbp;
} else {3}

3

Listing 5: Unsupported uop causing a sync uop conditional
on the value of input. This syncs the stack engine, causing a
positive tracked offset when returning to the caller.

6 Stack Engine Leakage Primitives

As we demonstrated, the stack engine causes an additional uop
in case of an unsupported uop (Section 5.2) and an additional uop
on overflow (Section 5.4) on all tested architectures. Because this
overflow happens within an offset of a few bytes around the capac-
ities listed in Table 3, this provides a way of storing and retrieving
non-architectural information. To achieve practical covert and side
channels using the stack engine, we aim to build ARSP read and
write primitives.

As discussed in Section 5, the stack engine operates on two inputs.
The first input is the instruction stream that determines if the stack
engine becomes active and how the RSP is read and modified. The
second input is ARSP, which determines if there is an overflow or
if a sync (Section 5.3) on unsupported uops (if ARSP # 0) occurs.
Primitive #1: Direct Underflow. Given stack engine overflows,
we can trigger a sync op by generating a deep call stack which will
underflow ARSP. The inputs to this trigger are the stack depth of
a called function and the pre-existing ARSP. Recursive functions
are an example of such stack engine underflow triggers. We can
determine the call depth of a recursive function as follows:

(1) The caller resets ARSP with the unsupported xor rsp, 0.

(2) The callee recurses n times, requiring 32 bytes per iteration.

(3) When the ARSP underflows (sufficiently decremented after
ARSPp4x /32 recursions), an additional uop dispatches.

(4) On the return path, the ARSP might overflow (because we now
add more than it can track), dispatching another uop. However,
this depends on the specific unwinding and used offsets.

While two dispatched uops seem promising, this primitive has an
important shortcoming: the uops dispatch during the execution of
the callee. This means that the additional uop can only be observed
if the caller already can observe the function call. Tools that could
observe the sync uop would also be able to observe the control flow
itself. Therefore, Direct Underflow is a weak primitive. For a more
powerful primitive, we next attempt to return information to the
caller.

Primitive #2: Sync+Reload. Due to the additional uops not dis-
patching when the ARSP is zero (Section 5.2), we can find balanced
sequences of push and pop. Consider a case of a function condi-
tionally resetting the stack pointer based on an input as shown
in Listing 5. Unlike the normal underflow, this carries state back
to the caller. When the caller knows the offset of f of the stack
pointer of this conditional call, it can push or sub for of fset bytes,
followed by an unsupported uop. If the ARSP was reset (i.e., input
was true), the ARSP would be zero, and no additional uop would
dispatch. Otherwise, an additional uop dispatches.
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Figure 6: Prime+Sync+Probe primitive for a victim whose
execution has variable stack depth (f1 vs. f2) depending on a
secret. By priming ARSP with a predetermined value, an at-
tacker can affect distinct ARSP states depending on the secret.

nop(64); ; decouple from previous code
rdpru ; Time and store result (omitted)
1fence

increase_drsp() probing
1-cycle dependency introduces here on overflow
probing de-set

syncs SE with backend

decrease_drsp()
Xor rax, rsp
1fence

rdpru

Listing 6: rdpru probing code. The fenced sync operation
before the final measurement is key to ensure that the stack
engine syncs before the 1fence.

Sync+Reload works on all microarchitectures from Table 1 but
Zen 5. Zen 5 unconditionally dispatches a uop on unsupported
uops (cf. Table 3). Additionally, Sync+Reload requires a function
to conditionally operate on the RSP with an unsupported uop. We
combine the best of the Direct Underflow and Sync+Reload in our
last primitive.

Primitive #3: Prime+Sync+Probe. The previous two primitives
rely on the instruction stream to trigger a sync uop at a given point.
We now use the statefulness of the ARSP to our advantage: instead
of starting at the neutral 0-offset, we prime ARSP to an arbitrary
value. This enables us to control where, if at all, the underflow
occurs when running the callee. When returning to the caller, ARSP
is either unchanged (if no underflow occurred) or contains a larger
value than when we started. We show this in Figure 6. Starting from
the current RSP value, which is composed of a backend register bRSP
and the frontend ARSP, we add an offset €, sync the ARSP using an
unsupported uop, and subtract the offset € again, taking care to split
€ into step sizes supported by the stack engine. This leaves us with a
highly negative ARSP (1). When a victim conditionally uses a deeper
or shallower stack, the ARSP conditionally underflows and requires
syncing (2). When unwinding the stack, the ARSP either returns to
the highly negative (primed) value or, if an underflow had occurred,
to a positive value of f24,,1; — (ARSPmax — €). When the caller
then adds ARSP,qx to the RSP, the ARSP overflows conditionally.
We use this primitive in Section 8 to leak the structure of a JSON
file by testing distinct priming values € and finding the deepest
value that the stack pointer assumes.

Unprivileged observer. Precisely observing dispatched uops typi-
cally requires PMCs, which need OS support and are not accessible
in user mode. To observe the stack engine with an unprivileged
observer, we use rdpru instead, which is available since AMD Zen 2.
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Figure 7: Single-thread covert channel results for encoding 8 (top row) or 16 bit (bottom row) values into ARSP. A larger encoding
requires a longer probing phase, which makes it more susceptible to interruptions, resulting in linear scans not obtaining
usable results. Encoding 8 bits achieves a higher rate, and the linear scan minimizes the error rate already after few samples.

Listing 6 shows the measuring sequence. Triggering an extra sync
op before the last 1fence is required because the stack engine oper-
ations otherwise do not stall the backend, resulting in the 1fence
not waiting for completion of stack engine operations. We use this
primitive for our attack in Section 8.

7 Covert Channels Using the Stack Engine

Before we look into potential attacks, we craft a signal-passing
covert channel, where sender and receiver are cooperating.

7.1 Same-thread leakage

We start by demonstrating a same-thread covert channel. Process
isolation can provide security guarantees in a same-thread leakage
threat model. However, process isolation incurs high performance
overhead, motivating secure in-process isolation proposals, like
CHERI [58] and Intel MPK [27], which reduce performance impact
compared to process isolation. However, as we will demonstrate,
non-architectural hardware optimizations like the stack engine
produce potential security risks.

MPK. Zen 5 introduced Memory Protection Keys for Userspace
(MPK, PKU) to the AMD domain. Unlike standard x86 memory pro-
tection, MPKs can be switched with a fast special-purpose register
write without changing the current privilege level, providing tools
for high performance isolation. Previous work like ERIM [52] pro-
pose frameworks built on PKUs to provide trusted and untrusted
domains by scanning untrusted code for security-compromising
instruction sequences that write to the PKU register.
Same-thread covert channel. We attempt to leak information
from a malicious sender in the trusted domain to a malicious re-
ceiver in the untrusted domain, breaking the in-process isolation.
We weaken the MPK threat model for the covert channel attack by
placing a crafted transmission function in the trusted domain. How-
ever, we retain the rule that the untrusted domain is checked for
any illegal accesses, including attempts to measure the execution of
the trusted domain using performance counters. At the same time,
we do allow measuring performance counters during untrusted
code execution.

We use the Prime+Sync+Probe primitive to construct a channel
with high transmission rate. In order to achieve a high rate, we
encode more than one bit in the ARSP passed by the victim. In the
attacker, we then probe for the encoded value by adding increasing
offsets to the RSP and looking for the overflow sync operation.

Same-thread leakage results. In Figure 7, we show the single-
thread covert channel effectiveness for Zen 5 when encoding a
secret value in the ARSP and probing it in the calling function after
a protection key switch. We report byte errors (how many bytes
were incorrect) and bit errors to show the error distribution. The
sample count determines the number of measurements per probed
depth. When encoding a depth of 8 bits into the ARSP, linear search
generally outperforms binary search, requiring just 8 samples and
reaching a throughput of 3kB/s with negligible error. If higher error
rates are tolerable, binary search brings off-by-one measurements,
but reaches up to 48kB/s of throughput. Encoding more values into
the ARSP is possible on Zen 5. However, the larger search space
causes both a performance hit and less reliable results, which can
be attributed to mispredictions polluting the measurements. With
linear search the execution time would prove too long, resulting in
frequent interruptions and broken measurements. By combining a
rough binary approximation, followed by a linear refinement on a
more precise region, the error rate stabilizes to 1/8 bytes affected
by off-by-one errors and a leakage rate of 300B/s.

7.2 Cross-thread leakage

Next, we build a covert channel to observe the stack engine uops
across threads (i.e., the cross-thread leakage mode). Prior work [3,
23, 25] has shown that port contention can be used to extract in-
formation from SMT cores. However, we show limitations of tradi-
tional port contention when observing stack engine uops, and we
devise a new approach tuned for execution-independent, single-cycle,
high-throughput uops, as required for the stack engine.

Port contention for the stack engine. Compared to typical port
contention, observing the stack engine’s sync uop on the execution
pipes is challenging, mainly because:

(1) the sync uop may issue to one of many ports;

(2) the sync uop runs in a single cycle;

(3) the sync uop cannot build dependencies.

Prior port contention approaches [3, 23, 25] are more precise
when observing instructions that go to a single port (e.g. mul or
div). These instructions also have a higher latency. Attempting to
apply existing port contention approaches to detect a single add
yielded negligibly weak signals. To demonstrate our refined port
contention, we use Zen 5 as an example, but similar effects were
observed on Intel Kaby Lake. In addition, in the SMT mode on Zen 5
with another thread running, we observe stalls only if the sum of



One Flew over the Stack Engine’s Nest:
Practical Microarchitectural Attacks on the Stack Engine

APERF cycles
w IS
I S
S s
APERF cycles
»
S
S

w
S
5y

1 0 de2w dead
ald

0.0 0.5 1.0 15 2.0 25 0.0 0.5 1.0 1.5 2.0 25
Samples le6 Samples le6

(a) Naive (b) Tuned

Figure 8: (a) Naive port contention is not sufficient to observe
stack engine sync uops. (b) Delaying the execution of 6 ALU
uops using a dependency reveals the missing uops. -1 indi-
cates a pausing SMT thread. The y-axis shows actual core
frequency cycles provided by rdpru.

uops reaches 12, double the ALU ports. We deduce that SMT threads
dispatch in alternating fashion, with a full dispatch window being
available for a thread on every 2nd cycle.

We attempted to use the code from Portsmash [3] for ALU con-
tention but we were unable to observe single additional dispatched
uops on Zen 5 (we adjusted the code to reflect the 6 ALU ports in
Zen 5). Figure 8a shows the results for Portsmash (naive) where the
observer/receiver thread always dispatches 8 ALU uops in its own
dispatch window. Stalls are only visible if the contender/sender
thread dispatches at least 4 ALU uops in its dispatch window (i.e.,
when the sum of ALU uops reaches the double ALU capacity which
is 12). However, this contention is not sufficient to observe single
single-cycle ALU uops, as is the case for the stack engine uops.

We tune our port contention to have as many single-cycle uops as

possible execute in the execution cycle where the contending thread
dispatches its uops. This should result in increased contention for
single-cycle uops. We achieve this on a per-dispatch window basis
by using one uop on which the other uops in the dispatch window
depend, pushing them to the next execution cycle. Our improved
port contention results in a distinct pattern as shown in Figure 8b.
We can now clearly observe independent single-cycle operations.
Using performance counters, we further observe an increase in
dispatch stalls of the measuring thread, hinting towards a fairness
protocol limiting dispatch rates when one thread is overcommitting
uops.
Covert channel. We build a covert channel based on single-cycle
ALU uops, using nop (which does not execute on the ALU) to encode
a zero, and a stack engine sync uop to encode a 1. The channel
leaks a bitstring with a rate of 12.5 kbit/s and accuracy of 98% using
this approach for an alternating bit pattern. Due to small timing
differences, transmitting byte-aligned values (like strings) is less
reliable and requires careful sequence alignment. However, we still
achieve a rate of 111 B/s.

8 Side-channel Attack on the Stack Engine

Having found covert channels, we attempt to construct side channel
attacks by removing the control over the sender. That is, we now
need to find potential victim code that we can probe for a secret.
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Figure 9: A trace of a JSON object retrieved from a stale ARSP
value which reveals the start and type of JSON values.

8.1 Leaking from cJSON

cJSON [19] is a small JSON parser and writer. In our implemen-
tation, we use it to parse patient data. Internally, it uses a recur-
sive function parse_value that parses the constant strings true,
false, and null, and calls a corresponding handler for a number,
a string, an object, or an array. The handlers for object and array
call parse_value recursively to process their contained elements.
Notably, errors resulting from missing termination characters like }
and ] are detected only after already entering the recursive pattern.
We assume a system that provides a secure computation environ-
ment for patient health data in the FHIR format [6] using in-process
isolation. Patient data is provided through an interface to query
the underlying JSON-formatted dataset, but a filter prevents the
function from returning elements of the dataset that should not be
accessible to the data processor. The data processor is allowed to
run untrusted code that is scanned for secrecy-breaking accesses
similar to prior work [52]. That is, accesses that change the PKRU
register and timing of secret functions during their execution are
checked for and the code is rejected in such instances. Timing
instructions, however, are allowed to enable debugging and perfor-
mance evaluation.
Dataset. We combine the FHIR dataset into a single object per
patient, containing linked documents like current medications and
conditions. Using the medium dataset, we obtain 120 patient files,
ranging in minimized sizes between 312KiB to 42MiB.
Feature exfiltration. We show that we can exfiltrate information
through ARSP without having access to the memory or concurrent
timing functions. We do so using the Prime+Sync+Probe primitive
combined with the rdpru based observer. By parsing a JSON file at
different starting points, the cJSON library inadvertently encodes
the structural information about the deepest reached depth into
ARSP. This includes invalid starting tokens (which cause an im-
mediate abort), numbers (which call into deep function parsing
chains), and objects and lists, which deepen on every recursive
encounter during the parsing. We use this information to recover a
trace of the parsed data. Figure 9 shows a trace obtained using this
approach: when encountering numbers, a deep function is called,
and invalid starting points exhibit a shallower depth than valid
starting characters.
Feature matching. To match an obtained trace to a known or pre-
viously observed structure, we use simple time-series matching [17].
Because we probe each individual byte, we do not suffer from time-
shifts which require more complex methods; comparatively simple
euclidean distances or cosine similarity suffice.
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Figure 10: Signal response of an euclidean distance filter on 5
traces collected using the Prime+Sync+Probe primitive across
isolated in-process domains against 120 candidates.

Results. Using the Prime+Sync+Probe primitive, we are able to
profile 450 starting bytes for a scanned region of 16 KiB per second,
with a high variation depending on the complexity of the parsed
JSON structure and the resulting control flow. We achieve a 100%
success rate classifying traces based on a 256 KiB prefix, as we show
in Figure 10.

8.2 Leaking from protobuf

To confirm that cJSON is not the only library affected by potential
attacks, we tested other libraries as well. In general, all libraries
which use data-dependent recursion are suitable targets. proto-
buf [9, 22] uses recursion when serializing and deserializing objects
to and from a bytestring. Similarly to JSON, there is no header
that contains information about the structure of the data, and the
structure needs to be reconstructed by consuming a stream in order.
While these are good conditions for our attack to work, the default
compile flags enable vector instructions which in turn access the
stack relative to RSP, preventing attacks similar to the one shown
for cJSON because the workload itself would frequently reset the
stack pointer with unsupported operations (cf. Section 5.2). How-
ever, protobuf creates functions named *__get_packed_size to
determine the required size of an object buffer to serialize a pro-
vided object. This family of functions has object-type dependent
control flow and does not reset the stack pointer tracking, making
it a suitable target for another attack. In this example, we calculate
the required size of an (inaccessible) linked list. protobuf scans each
element, and conditionally continues if the next member exists by
calling the respective element__get_packed_size(). As a result,
the length of the list is encoded into ARSP and can be retrieved in a
way similar to the cJSON case.

Results. We test 25 randomly chosen list lengths between 0 and 100
and show the resulting observations in Figure 11. The plot shows
a clear linearity of 96 bytes of stack usage per list element and a
starting overhead of 32 bytes. We note that despite the relatively
deep stack depth, the signal remains clearly visible. An attacker can
therefore gain information about the data handled by the system.

8.3 ERIM

The described attacks also work when using ERIM [52] without
stack switching (the default). Programs protected by ERIM also
rely on MPK to provide in-process isolation. We verify our prim-
itives with both PMCs and rdpru on protobuf [9, 22] using its
*__get_packed_size methods, and cJSON under ERIM. Enabling
stack switching mitigates the attack.
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Figure 11: Observed stack depth when determining the re-
quired buffer size (element__get_packed_size()) using pro-
tobuf. The stack engine observation closely aligns with the
actual list length at a constant factor of 96 bytes.

9 Mitigating Stack Engine Attacks

The stack engine side channel leaks secrets where there is a secret-
dependent instruction stream. Hence, a comprehensive mitigation is
constant-time programming [4]. While constant-time programming
is effective, such programs incur high performance overheads [38].
Execution balancing is another approach that avoids the overheads
of constant-time programming, and instead, it balances both sides
of secret dependent executions [57]. Given our analysis, they need
to consider the effects of the stack engine in order to provide secu-
rity. For example, to balance secret dependent function calls, the
mitigation must insert perfectly balanced unsupported operations
to synchronize the behavior (e.g., or rsp, rsp). Also, our attack
is mitigated by privilege transfers that write to RSP, either in hard-
ware (e.g., SGX, VMs) or software (e.g., most OS syscall handlers
when switching to the kernel stack).

While constant-time programming and (enhanced) execution bal-
ancing can protect against stack engine side channels, they require
modifying the software. Section 9.1 discusses how we can mitigate
our attack on existing software and hardware without any modifica-
tion. Section 9.2 measures the introduced performance overhead of
our proposed mitigation and Section 9.3 discusses how future CPUs
can reduce this overhead. Finally, as discussed in Section 5.7, a stan-
dard constant-time program (i.e., architecturally constant time) can
still leak information through the stack engine under speculative
execution. In Section 9.4, we discuss the necessary considerations
for Spectre defenses to preserve constant-time guarantees under
speculation in the presence of stack engine transmissions.

9.1 Stack engine chicken bits

According to the AMD Software Optimization Guide [2], the func-
tionality of tracking add and sub in the stack engine is controlled us-
ing DECFG. StackEngineAddSubDisable. Because the DECFG MSR
is not documented, we scan it by toggling each individual bit and
running a benchmark including the stack engine operations.

Zen 5. Running a sequence of add rsp, 8 reveals that enabling
bit 32 in the DECFG MSR causes 2 additional operations dispatched,
compared to a run without bit 32 set. We believe that the chicken
bit replaces the conditional synchronization event with an uncondi-
tional synchronization similar to what we observed in Section 5.3,
issuing a sync on every dispatch rather than only on overflow or
when ARSP is non-zero. In addition, when setting the bit 19, we
observe 2 operations dispatched per push, which means they are
not optimized by the stack engine.
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Figure 12: Normalized execution cycles of SPEC CPU2017
for three MSR configurations compared to the baseline with
stack engine enabled: (1) Zen 5 with add/sub disabled, (2) Zen
5, stack engine disabled, and (3) Zen 4, stack engine disabled.

Zen 4. AMD Zen 4 does not officially support add and sub in
the stack engine, and we observe consistent results. Setting bit 19
doubles the number of operations dispatched for push and pop.
Earlier generations. Prior generations of CPUs exhibited a bug in
the stack engine where the offset would not correctly reset [1, 45].
The suggested workaround is to set bit 0 in the DECFG MSR.

9.2 Performance of disabling the stack engine

To evaluate the performance impacts of the stack engine, we run the
SPEC CPU2017 [48] benchmark with reference inputs. We consider
three configurations: (1) Zen 5 with the stack engine add/sub dis-
abled, (2) Zen 5 with the stack engine completely disabled, and (3)
Zen 4 with the stack engine disabled. Figure 12 shows the number
of execution cycles, normalized to a stack engine-enabled baseline.
Disabling the stack engine incurs a slowdown of 3.98% on Zen 4
and 3.94% on Zen 5, where disabling the add/sub support alone has
a slowdown of 1.65%. We note that control-flow intensive programs
like perlbench (a script interpreter) and leela are hit with a 10%
slowdown while compute-intensive tasks like bwaves are virtually
unaffected. This is a rather large performance penalty that prompts
exploring the design of a secure stack engine architecture.

9.3 Future mitigations and stack engine designs

To mitigate the stack engine side channels in future CPUs without
losing performance, the CPUs need to synchronize the stack en-
gine more comprehensively at security boundaries. For example, a
sync operation on the wrpkru instruction would prevent the attack
at the MPK boundaries. Alternatively, a hardened design of the
stack engine can randomly dispatch sync operations to prevent
an attacker from observing a precise signal. Hence, the level of
randomness needs to be tuned in a way that provides an acceptable
security-performance trade-off. In addition, defenses that mitigate
SMT contention must also carefully address stack engine leaks
across SMT cores [11, 49, 50].

9.4 Spectre mitigations

As discussed earlier, stack engine operations can serve as secret
transmitters under speculation. Hence, Spectre mitigations that
rely on blocking potential transmitters must also account for stack
engine operations. For example, prior work [64] aims to provide a
comprehensive list of transmitters, and our findings show that stack
engine operations should be included in such considerations, par-
ticularly for defenses like Speculative Load Hardening (SLH) [10].
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These mitigations rely on unsupported stack engine operations
(e.g., an or) to mask transient loads from the stack, which can result
in variable timing dependent on the state of ARSP.

10 Related Work

Stack pointer tracking. At ISCA in 2000, Bekerman et al. [8]
from Intel proposed a general technique to track register updates
in the frontend (updates in the form of reg + imm) and resolve
load addresses early at the frontend. The main use case that they
demonstrate is the stack pointer tracking. Our reverse engineering
shows that current CPUs implement a mechanism close to this
work. Since we target stack engine, as a frontend optimization, we
provide a summary of attacks exploiting CPU frontends.
Non-speculative frontend attacks. Similar to our work, many
attacks have reverse engineered the units in the CPU frontend
that can induce distinguishable behavior upon secret-dependent
instruction streams [14, 16, 24, 30, 32, 34, 43, 46, 60, 63]. The main
difference of the stack engine is that its secret-dependent opera-
tions are only single-cycle, independent ALU operations that do
not preserve a long-term state. As a result of this, we devised an
enhanced version of traditional port contention channels to observe
these additional operations.

Speculative frontend attacks. Many recent attacks exploit the
structures in the frontend that speculatively induce a transient win-
dow that can force decoding or executing unintended instructions
(i.e., not observable architecturally) [7, 12, 28, 29, 31, 35, 37, 40, 41,
44, 51, 53-56, 60, 61]. The stack engine is not itself predictive and,
as such, it does not induce transient windows.

11 Conclusion

In this work, we present the first detailed reverse engineering of
the stack engine. Our analysis of recent AMD and Intel CPUs re-
veals that all of them implement a stack engine and that their
microarchitecture-specific implementations can leak sensitive in-
formation. For instance, the stack engine dispatches an additional
uop when synchronizing the tracked RSP offset (i.e., ARSP) in a
microarchitecture-dependent manner. Building on our reverse engi-
neering results, we develop a set of primitives that leak information
about an application’s (potentially secret) control flow across se-
curity boundaries. We use these primitives to construct a number
of covert and side channel attacks targeting a widely used JSON
parsing library, enabling the leakage of sensitive information such
as distinguishing patients based on their medical records. Finally,
we uncover undocumented chicken bits in recent AMD Zen 4 and
Zen 5 CPUs that allow disabling the stack engine. Evaluating SPEC
CPU2017 applications with the stack engine disabled incurs a per-
formance overhead of 3.98% on AMD Zen 4 and 3.94% on AMD
Zen 5, prompting designing secure stack engine architectures in
the future which we also discuss.
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A Artifact Appendix
A.1 Abstract

This artifact provides a container/fakeroot-based image to run the
experiments shown in Sections 7 to 9. It additionally contains the
code used to reverse-engineer the stack engine and raw data of
our experiments for inspection (Section 5). Running them on a
computer with a Zen 5 CPU enables reproduction of our leakage
experiments (Figure 10) and the performance overhead of disabling
the stack engine as a mitigation (Figure 12).

A.2 Artifact check-list (meta-information)

e Compilation: gcc, clang

e Run-time environment: Debian-based Linux Distribution, kernel
6.8 or greater

e Hardware: AMD Zen 5 CPU, optionally Zen1-4; Intel 3rd, 7th,

12/13th, 14th gen CPUs; 8GiB RAM or more

Metrics: Execution time, reached stack depth

Output: Raw data, plots

Experiments: Provided scripts

How much disk space required (approximately)?: 16 GB

How much time is needed to prepare workflow (approxi-

mately)?: 30 minutes
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e How much time is needed to complete experiments (approxi-
mately)?: 16h for performance evaluation (SPEC2017), 6h for the
covert channel, 2h for the attack and everything else

Publicly available?: Yes

Code licenses (if publicly available)?: GPLv3

Data licenses (if publicly available)?: APACHE 2.0 (FHIR dataset)
Workflow automation framework used?: None, bash script
Archived (provide DOI)?: 10.5281/zenodo.16733968

A.3 Description

A.3.1 How to access. We provide the tar archive via Zenodo at
https://doi.org/10.5281/zenodo.16733968.

A.3.2 Hardware dependencies. We believe that any Zen 5 CPU
can be used to execute the experiments. While we observe that
more recent AGESA/microcode revisions disable the stack engine
add/sub support by default, it can be re-enabled by writing the
corresponding MSR. In case artifact evaluators do not have access
to a Zen 5 node, we can provide remote access on request.
Exact match (works out-of-the-box):
e AMD Ryzen 9 9900X 12-Core Processor, microcode 0xb40401c
e Mainboard: AGESA ComboAm5PI 1.2.0.1a, ROG STRIX B650E-
F GAMING WIFI, BIOS 3035

Reproduced by us (stack engine add/sub support disabled by default,
but can be re-enabled for testing):
e AMD Ryzen 5 9600X 6-Core Processor, microcode 0xb404023
e Mainboard: AGESA ComboAmS5PI 1.2.0.2b, PRIME B650M-R,
UEFI 3067

Should work based on our understanding:
e Any Zen 5 Desktop, Server, or Mobile CPU

A.3.3  Software dependencies.

e A recent Debian-based Linux distribution (scripts use apt to
automatically install further dependencies)

e systemd v255 or greater

e Linux kernel 6.8 or greater with the capability of loading
unsigned kernel modules (workarounds with wrmsr are pos-
sible)

e SPEC2017 cpu2017.iso (https://www.spec.org/cpu2017/)

We recommend running as a user with passwordless sudo enabled
for automatic execution without interruptions.

A.4 Installation

To install, extract the provided tar archive, switch to the newly
created directory. Then, copy your cpu2017.iso from the SPEC2017
benchmark to this directory and run bash run.sh. All other re-
quired dependencies will be pulled and installed automatically.
While most dependencies are containerized, some modifications
are made to the host, in particular: A known-good version of
libpfm4-dev is installed, and a kernel module is compiled and
loaded.

We recommend enabling passwordless sudo or allow-listing
systemd-nspawn in the sudo rules before running to avoid pass-
word prompts during the run. In standard Linux environments, you
may use the following script.

The installation will take around 15 minutes and will then prompt
to enter ready. For your convenience, the following commands
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echo "$(whoami) ALL=(ALL) NOPASSWD:ALL" | \

sudo EDITOR='tee' visudo -f /etc/sudoers.d/aemicro58
# Once experiments are run, cleanup with

sudo rm /etc/sudoers.d/aemicro58

perform the steps automatically. Pass --ready to run.sh to skip
the prompt if desired.

export URL=https://zenodo.org/records/17007332/files

wget $URL/stackengine-files.tar.gz?download=1 -0- | \
tar -xzf -

cd systemd-container

# Required only if SPEC2017 should run

cp <your/cpu2017.iso> ./

# Install and skip long-running experiments (~2h)

bash run.sh --skip-spec --skip-covert-channel

A.5 Experiment workflow

We automate most steps of the workflow. First, the covert channel
is run. Then, the attack and smaller experiments are run. Lastly,
the system automatically collects the performance numbers for
SPEC2017 under different conditions. The resulting files are col-
lectedinaresults. tar.gz in the main directory. Note that writing
to the MSR may lead to hard system lockups in 1 out of 10 writes
which resolves only by long-pressing the power button and partial
reruns might be necessary.

We provide scripts to plot the results together with our results.
These existing values are used by default for experiments which
cannot be performed on the current host. This applies in particular
to the reverse engineering which needs to be performed on multiple
different machines. The bundled results can be replaced individually
by overwriting the files in /app/bundled-results in the provided
container directory.

A.6 Evaluation and expected results

Without arguments, run. sh will run all experiments back-to-back,
taking roughly 24h in total. This results from the attack and small
experiments (2h), the covert-channel plot (Figure 7, 6h) and the
SPEC2017 benchmark (16h). To reduce the runtime while still show-
ing the main claims of the paper, you may selectively disable specific
experiments from running. Please note that plots will be generated
from bundled data in this case.

# Run only the attack (2h)

bash run.sh --skip-spec --skip-covert-channel
# Run the attack and SPEC2017 (18h)

bash run.sh --skip-covert-channel

# Run everything (24h)

bash run.sh

At the end of the execution, a result. tar.gz will appear in the
same directory as run. sh and a shell within the container will open.
If you do not want to further inspect the container environment,
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you may press CTRL-D or type logout to exit the container. Browse
results.tar.gz for the resulting raw data and PDF files.

The outputs are described in the following table. Please use
run.sh initcheck within the container to receive a listing of
which plots were created from bundled data and which data was
run during evaluation. You may also retrieve the raw data obtained
at /raw-results within the container. Note that some PDFs will
be located in subdirectories.

Figure ‘ Filename output

Figure 2 stack_engine_push.pdf

Figure 3 stack_engine_reset_op.pdf
Figure 4 (top) stack_pointer_depth_amd. pdf

Figure 4 (bottom) | stack_pointer_depth_intel.pdf
Figure 7 covert-channel.pdf

Figure 8 (a) portcon_calibration_untuned.pdf
Figure 8 (b) portcon_calibration_tuned.pdf
Figure 10 pku_matching_json.pdf

Figure 12 spec2017_relchange_cycles.pdf

For the attack, you should see a plot similar to the one presented
in Figure 10. Note that the colors of the lines and their position
(ID) may differ, but you should be able to clearly identify 5 peaks.
Timing-based analysis may result in lower amplitudes and higher
noise, but the line colors and peaks should align with the results
for the test using performance counter values.

For the covert channel (Figure 7), some deviation may occur.
Please note that the script does not reproduce all time points in order
to save time. However, the starting accuracies and performance
should be roughly visible.

For the SPEC2017 performance evaluation, results may depend
on the system configuration, including but not limited to: RAM
access times, disk speed, CPU and cooling behavior. You should see
an overhead of around 5% without the stack engine for the number
of dispatched operations, and an overhead of around 1% when
disabling add/sub. While timing results might suffer from heavy
noise depending on the environment and frequency changes, the
number of dispatched ops should remain relatively close to 1% and
5% when disabling add/sub and the full stack engine, respectively.

A.7 Experiment customization

By default, we run a single iteration of the SPEC2017 benchmark.
For more stable results with X repetitions, use the following options.
Please note that every SPEC repetition will take around 16 hours.

bash run.sh --spec-repetitions <X>

We provide the source code and build scripts for all experiments
used. To run individual experiments, use the command below and
enter the container environment interactively.

Within the container, you can navigate to the /app directory
and run bash run.sh --help to list all available individual exper-
iments. The experiment files and sources are also located at /app.
Press CTRL-D or type logout to leave the container environment.
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systemd-nspawn -D container-root \
--console=interactive \
--system-call-filter=@pkey \
--system-call-filter=perf_event_open \
--capability=CAP_PERFMON \

--bind /dev/stackmsr \

/bin/bash

Most of the attack code is located in stackengine-attack. In
the script run. sh, you may want to adjust the --sample parameters
to sample different JSON-files and see different peaks emerging as
a result.

The stackengine-msr directory contains the enable binary in
src/obj/enable. It offers the following options:

e --disable-stackengine Disables the stack engine com-
pletely
e --disable-addsub Disables add/sub support

No arguments enable all available stack engine features.

The reverse-eng directory contains the experiments used for re-
verse engineering. If you want to run the reverse engineering exper-
iments, locate the run_on_all. sh files in the reverse-eng direc-
tory and supply the corresponding hosts. The entire reverse-eng
directory should be copied to the home directories on the tested
hosts and the placeholder hosts should be set or removed if unused.
The resulting . csv files should then be copied over the provided
.csv files in the bundled directories.

A.8 Notes

The scripts may leave files in the host system, but do not reconfigure
the host to automatically apply configurations on the next boot.
Some of the changed settings (in particular, exposing an MSR and
unlocking performance counters) may impact the security of the
system. We recommend rebooting the system after the experiments
are done to reduce the attack surface.
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