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memory deduplication

                                       
A method of reducing memory usage. 
                                       
Used in virtualisation environments, 

(was) also enabled by default on
Windows 8.1 and 10. 
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memory deduplication: The Problem

                                       
Deduplicated memory does not need 
to have the same origin. 
                                       
(unlike fork(), file-backed memory)
                                       
An attacker can use deduplication 
as a side-channel 
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deduplication side-channel attack

                                       
A 1-bit side channel which is able 
to leak data across security boundaries 
                                       
- cross VM
- cross-process 
- leak process data from javascript code 
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having fun with deduplication

                                       
- covert channel
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having fun with deduplication

                                       
- covert channel
- detect running software 
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Signal not as clear as expected,
                                       
Reason: 
 file backed memory 
not deduplicated the same way
 on Windows. 
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For our Edge exploit, 
a single-bit, page-granularity 
info leak isn't enough 
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Can we generalize this to leaking 
arbitrary data, like an ASLR 
pointer or a password? 
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Challenge 1:

                                       
The secret we want to leak does not 
span an entire page. 
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Challenge 2:

                                       
The secret we want to leak has 
too much entropy to leak all 
at once. 
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JIT function epilogue (MS Edge)
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We were not able to create pages leaking 
only part of our heap pointer. 
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Heap pointer entropy in Edge
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fake Uint8Array object
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-NOriginally:NnoNnativeNbitNflipsNonNourNDRAM
chipN(hadNtoNlowerNdefaultNrefreshNrate).

-NNow:NnativeNbitNflipsN(defaultNsettings).

-NHadNtoNoperateNaNnumberNofNoptimizations
(e.g.,NusingNJSNworkerNthreads).
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Rowhammer from JavaScript



Dedup mitigation

- Disable memory deduplication

- We've reported this issue to Microsoft
and they have addressed this issue in
ms-16-093, July 18th (CVE-2016-3272)
by disabling dedup.

> Disable-MMAgent -PageCombining
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takeaways:

- Dedup Est Machina: Memory deduplication is a
weird machine, and a more powerful side-channel
than previously thought.

- Memory saving optimisations, both in hardware and
in software come at a price.

- Even without bugs, reliable browser exploitation
in JavaScript is possible, using dedup+rowhammer.

https://www.vusec.net/projects/dedup-est-machina
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